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MANAGEMENT SYSTEM SECURITY POLICY STATEMENT

King County Metro is committed to providing customers, employees and the community with a system security program that enhances their safety and security and protects the assets of the transit system. We expect our system security program elements to reflect the best security practices of the transit industry with innovative and creative solutions as the cornerstone of our program.

Accountability for Metro security rests with every employee. Every employee will comply with the security responsibilities and procedures in this plan and associated operating procedures. In addition, chiefs and supervisors will ensure that their respective work units receive training on the processes and procedures developed in support of this plan. Senior management staff will ensure that assigned security roles and tasks are accomplished and adequate resources exist to sustain an effective Metro system security program. Metro's commitment to security and safety reflects our vision to remain in the forefront of transit industry leadership.

/s/_______________________________________

Kevin Desmond, General Manager

EXECUTIVE SUMMARY

Metro faces security threats different than in the past. Identifying, assessing, and resolving threats to the safety and security of customers, employees and system assets are vitally important. This System Security Plan (SSP), which addresses those requirements, is organized as follows:

I.  Introduction and Scope
Introduces and defines the scope of the SSP. The SSP outlines system security strategies, how those strategies are implemented and by whom, and describes key standard operating procedures. Specifics on staffing, threat identification and incident response procedures, and security system specifics are intentionally excluded from this SSP.

II. System Security Mission, Goals, Objectives and Protection Priorities

Describes Metro Transit’s security mission, goals, objectives and protection priorities. The life-safety and security of people (i.e., customers, employees and persons using facilities and equipment) are the highest priority.

III. System Security Strategies, Implementation and Responsibilities
Describes seven (7) foundation security strategies and associated sub-strategies to achieve system security goals and objectives. Foundation strategies include the following:

Strategy 1: Security Assessment and Protection

Strategy 2: Facility and Systems Design

Strategy 3: Employee Participation

Strategy 4: Regulatory

Strategy 5: Interagency Coordination

Strategy 6: Training

Strategy 7: Financial

Implementation processes are outlined and responsible individuals/groups identified for each system security strategy/sub-strategy.

IV. Standard Operating Procedures (SOPs) and Taskings

Describes key security roles and responsibilities played by staff in the Office of the General Manager, the Security Coordination Team and the Metro Transit Police unit. Describes SOPs critical to achieving and sustaining effective system security. The described SOPs implement the security strategies/sub-strategies and the relationship to a given strategy/sub-strategy is identified. Also identifies the individual or group responsible for the development and “maintenance” of each SOP.

I. INTRODUCTION and SCOPE

INTRODUCTION

Public transportation systems are now subject to a more heightened security threat environment than in the past and are placing a renewed emphasis and focus on system security. Metro is no exception and we now operate in a continuous mode of assessing and enhancing our capacity to prevent, deter, respond to and manage security threats. Our transportation services are integral to the local and regional infrastructure. The safety and security of our customers, employees, equipment and facilities are vitally important at all times.

SCOPE

The System Security Plan (SSP) outlines strategies applied by Metro to achieve our security mission and system security objectives. Specific protection priorities guide the strategies employed and subsequent decisions and actions taken to implement a given strategy. For security considerations, specifics on staffing, normal operation and incident response procedures, and security system details are intentionally excluded from the SSP.

ii. SYSTEM SECURITY MISSION, GOALS, OBJECTIVES and PROTECTION PRIORITIES

MISSION:
Provide a secure transit environment for customers, employees, equipment and facilities.

GOALS:
System security goals are:

1. Ensure that security practices and procedures are considered during all phases of Metro’s Transit system planning and operation, including administrative and capital program activities.

2. Create a culture that encourages, supports and results in enhanced security throughout the Metro system.

3. Establish a broad-based awareness of, and confidence in, the security posture of Metro.

OBJECTIVES:

King County Metro bases its system security program on the successful integration of four primary objectives:

1. Reduce vulnerability to security risks by identifying potential threats and assessing the risks to customers, employees, facilities and equipment

2. Deter/prevent potential threats through the implementation of good security practices and systems where, when and as practical

3. Respond to a security risk, incident or vulnerability as quickly and effectively as possible

4. Manage the consequences of a security incident such that immediate and long-term customer, employee, system and community needs are met

PROTECTION PRIORITIES:
The following priorities guide security decisions, programs and activities:

1. Life-safety and security of people – The life-safety and security of Metro customers, employees and persons using its facilities and equipment receives first priority.

2. Transit coaches and operating facilities – Providing continuing service to our customers and the community, commensurate with prevailing circumstances, is important and cannot be achieved without the equipment, operating facilities and systems located thereon to do so.

3. Non-operating facilities and functions – Support functions and non-operating facilities are important, but not as critical to the services operating on the street. 

III. SYSTEM SECURITY STRATEGIES, IMPLEMENTATION and RESPONSIBILITIES

To achieve our security goals and objectives, we proactively address security threats, train for and prepare responses to those threats, and seek funding through various sources to sustain our programs.

We achieve our system security objectives by applying foundation strategies that are consistent with the security needs of potential targets. Sub-strategies further extend the application of the following foundation strategies to priority security assets:

Strategy 1: Security Assessment and Protection

Strategy 2: Facility and Systems Design

Strategy 3: Employee Participation

Strategy 4: Regulatory

Strategy 5: Interagency Coordination

Strategy 6: Training

Strategy 7: Financial

Transit staff tasked to implement security strategies and sub-strategies do so through standard operating procedures (SOPs) described in Section IV. Specific security strategies and sub-strategies include the following:
Strategy 1: Security Assessment and Protection

The security assessment and protection strategy seeks to enhance the safety and security of Metro Transit’s customers, employees, facilities and equipment. Metro Transit's system security efforts hinge on Strategy 1. Through on-going assessments, planning and compliance measurement activities, we address evolving threats to our transit resources.
Through continuous assessment procedures, we identify threats to the Metro system. These threats range across a spectrum from the more traditional threats of trespass, vandalism, theft, and personal injury to terrorism. In addition, threats vary according to targets. For example, information technology systems face both physical threats and non-physical “cyber” threats, while transit service sites (e.g., park and ride lots and transit centers) are more likely to face “traditional” threats.

We address security threats by defining the “threat environment” (i.e., the threats we face, from whom, what, where, when, why and how). We obtain information about the threat environment from internal, local, state, national and international resources. Once threats are known, we identify vulnerabilities and develop plans and standard operating procedures (SOPs) to forestall, eliminate, mitigate or respond to threats. We periodically review and test the adequacy of these plans and procedures. If we find deficiencies or new vulnerabilities, we undertake the assessment process again.

Sub-strategies include the following:

Sub-strategy 1.1
Assess Threat Environment – Perform regular assessments of current and projected security threats to the Metro Transit system; review, modify, and/or re-prioritize system security strategies to address new or significant changes in the threat environment.

Implementation Process/Responsibility: Security Coordination Team (SCT) members assess Metro Transit’s threat environment on a continuous basis. During increased threat alerts, SCT members and Metro Transit Police (MTP) representatives communicate frequently with FBI and local law enforcement agencies to review breaking intelligence and threat information. Based on this input, we determine appropriate changes to “routine” law enforcement deployment, customer information, and other security actions to enhance the safety and security of Metro Transit customers, employees, equipment and facilities. 

Sub-strategy 1.2
Assess System Vulnerabilities - Perform scheduled and incident-driven assessments of system vulnerabilities; develop or modify security system requirement documents (concepts of operation (CONOPS)); modify or develop new plans, policies, procedures, training curricula, incident response exercises and on-going security practices based on vulnerability findings.

Implementation Process/Responsibility: Using security assessment tools, the SCT develops a risk-based protection priority for each Transit asset category. The priority ranking assigned to each asset category reflects the potential vulnerability of the asset and its importance to fulfill Metro’s transportation mission and ability to provide public assistance during emergencies. Transit asset categories include the following: Alternate Emergency Operations Center (EOC); Wide Area Network (WAN) computer system and application servers; coaches; non-revenue vehicles; Communication Center and systems; Transit’s power distribution system; Downtown Seattle Transit Tunnel (DSTT); Central Campus (Atlantic, Central and Ryerson Base facilities); and all other bases, park-and-ride lots and transit centers.
We review assigned baseline protection priority rankings based on lessons learned from actual events or when the threat or vulnerability changes, but no less than annually.

Sub-strategy 1.3
Concepts of Operation (CONOPS) - Identify physical, personnel and information security safeguards to protect people and property.

Implementation and Approval Process/Responsibility: Based on surveys of Metro Transit facilities and operations, the Transit Security Program Manager (TSPM), SCT, MTP and responsible Transit Division sections develop “concepts of operation” or CONOPS (i.e., the security requirements and system performance criteria) for each priority asset category.

The TSPM and SCT review draft CONOPS and submit them to Transit management for approval. Design & Construction staff “translate” approved CONOPS into specific design plans for bid and construction purposes. Individual work sections implement CONOPS through associated SOPS and other plans as needed

Sub-strategy 1.4
Incident Planning – Prepare incident response plans to ensure effective coordination among Metro Transit Police, security personnel and Transit staff before, during and after an incident or threat.

Implementation Process/Responsibility: The SCT, MTP and affected Transit sections prepare threat contingency action plans, SOPs and quick-response check lists for a wide range of incidents, from natural disasters to terrorist attacks.

Sub-strategy 1.5
Compliance Reviews – Regularly evaluate, monitor, and review plans, SOPs and security system design and performance criteria for facilities, equipment and systems; ensure consistency with Federal security-related requirements; correct all deficient practices, plans or criteria, as appropriate.

Implementation Process/Responsibility: The TSPM and SCT conduct annual and as-needed reviews of Transit system security plans and SOPs and assess each section's compliance with those plans and SOPs.

In addition, the TSPM and SCT monitor Metro’s compliance with Federal positions that guide or require Metro Transit security actions. An example of Federal guidance is the FTA’s “Top 20 Security Program Action Items for Transit Agencies”. Examples of Federal regulatory positions include Homeland Security Presidential Directive (HSPD) 5, which requires the adoption of a Unified Incident Command System, and HSPD 7, which specifically denotes mass transit systems a part of the critical infrastructure for a region, thus requiring appropriate security protections be in place.
Strategy 2: Facility and Systems Design

A facility and systems design strategy focuses on relationships between the physical environment and users of that environment. Security design considerations can eliminate or reduce criminal behavior by creating a safer environment for legitimate users and a riskier, less penetrable environment for intruders and criminal offenders. Technological applications are part of the “security design equation” and range from simple to sophisticated. Sub-strategies include:

Sub-strategy 2.1
Design and Performance Requirements – Apply system security requirements and performance criteria from the security CONOPS to the planning, design, construction  and maintenance of facilities, systems and equipment and to the protection of information systems and data.

Implementation Process/Responsibility: Design & Construction (D&C) Section project managers use approved CONOPS and solicit security system user input in the planning and design effort for major facilities (e.g., park-and-ride lots, the Downtown Seattle Transit Tunnel and Transit Operations bases) and for the protection of information systems and data.

Sub-strategy 2.2
Use of Security Technology  – Identify security systems based on CONOPS and site-specific needs:

· Detection – Systems that determine valid/invalid presence (e.g., access key cards, sensors, alarms, guards, electronic reporting, etc.).

· Assessment – Systems that incorporate audio or visual surveillance and monitoring capabilities (e.g., CCTV, audio transmitters, etc.)
· Delay – Systems that incorporate access control or denial capabilities (e.g., “pop-up” barriers, automatic lock-down systems, etc.)
Implementation Process/Responsibility: TSPM, SCT, MTP and D&C personnel conduct site surveys to identify candidate systems, system components, and locations for security systems to comply with security CONOPS requirements for sites. Candidate security systems and their components are evaluated and field-tested where needed. The TSPM, SCT and MTP provide design review comments to D&C Project Managers.
Strategy 3: Employee Participation

Metro Transit considers its employees as invaluable resources for identifying specific system security issues and potential solutions, reporting on and evaluating existing conditions, and providing post-incident assessments.

The following employee committees currently address security issues:

· Base Security Committees (focus on coach operator security issues)
· Security Coordination Team (cross-Transit Division representation)

· Base Emergency Management Committees (cross-functional area representation at each base)

Sub-strategies of the employee involvement strategy include the following:

Sub-strategy 3.1
Employee Committees– Through on-going employee committees, involve employees in the active review, development, implementation and evaluation of security-related plans, performance criteria, standard operating procedures (SOP), equipment, facilities, and electromechanical security systems where practical.

Implementation Process/Responsibility: Three employee committees directly support Metro Transit system security programs: the Security Coordination Team (SCT), Base Emergency Management Committees (BEMCs) and Base Security Committees (BSCs).

SCT - Representatives from all sections of the Transit Division make up the SCT. Chaired by the TSPM, the SCT meets regularly to assess system security priorities, vulnerabilities, progress on and compliance with established Transit system security protocols. Examples of SCT functions include, but are not limited to, the following:

· Identify specific work section and system-wide security issues

· Coordinate security efforts that reach across work sections

· Schedule and coordinate security training

· Propose and prioritize system security enhancements and capital projects

· Discuss levels of compliance with established security procedures

· Perform risk/vulnerability assessments and recommend changes to enhance system security

· Perform post-incident and drill debriefings, analyses and recommendations

BEMC - Employee representatives from each Transit section at a Base make up the BEMC for that Base, typically including Vehicle Maintenance, Operations, Power & Facilities, and Transit Safety. Each BEMC addresses emergency preparations for all hazards and threats that the base may encounter. Examples of BEMC functions include, but are not limited to, the following:

· Coordinate the preparation of Base security and disaster plans

· Serve as the focal point for Homeland Security issues affecting a Base

· Provide Base security recommendations to the SCT

BSC – Transit operator, MTP and Base Chief representatives make up the BSC at each operating base. BSCs focus only on safety and security issues directly impacting operators. BSCs provide input to Transit management on operator safety and security issues and potential solutions.

Sub-strategy 3.2
Special Project Teams – Through single-purpose project teams, solicit employee input on specific security issues (e.g., coach or facility design, specific security incidents, etc.) where practical. 

Implementation Process/Responsibility: Special project teams are formed to address specific short-term security issues. Once the need for a project team no longer exists, the team is disbanded. Examples of Special Project Teams include the Base Security Assessment Team (BSAT), the Downtown Seattle Transit Tunnel Security Team (DSTT Security Team) and the Revenue Processing Center Team (RPCT).

Strategy 4: Regulatory

Consistently applied regulatory tools (e.g., laws, regulations, policies and standard operating procedures (SOPs)) promote a safe and secure environment for the Metro Transit system, its customers and employees. Regulatory tools derive from the following sources:

· Federal: Presidential Orders, federal laws, and Department of Transportation/Federal Transit Administration (DOT/FTA) regulations

· State: Washington State law, Washington State DOT regulations

· County: King County Code (in particular, KCC Chapter 28.96, Transit Code of Conduct), Executive and Council policies, and Metro Transit SOPs

· Local Jurisdictions: Local laws and regulations

Regulatory sub-strategies include the following:

Sub-strategy 4.1
Regulatory Support – Proactively support and champion at all levels of government for the development, approval, implementation and enforcement of regulatory tools that enhance Metro Transit system security. 

Implementation Process/Responsibility: Transit Division management, TSPM and MTP support and champion the development, approval, implementation and enforcement of security enhancing regulatory tools at all levels of government. Examples of local regulatory actions prompted by Transit include the King County Council’s adoption of King County Code Chapter 28.96 (Transit Code of Conduct) and the Transit Suspension Policy. In addition, Transit’s internal SOPs address security preparedness and response actions.

Sub-strategy 4.2

Enforcement – Enforce security regulatory tools consistently and promptly, prosecuting security transgressions as circumstances and law dictate. 

Implementation Process/Responsibility: Transit management and the MTP enforce security regulatory tools consistently and promptly, prosecuting transgressions as circumstances and law dictate. Examples of enforcement practices include, but are not limited to, Code of Conduct compliance, passenger removal/suspension actions and associated appeal processes, and the presence of more and varied law enforcement during increased threats.

Sub-strategy 4.3
Standard Operating Procedures (SOPs) – Implement internal security SOPs that provide clear guidance to Metro Transit employees and its agents under normal and emergency conditions.

Implementation Process/Responsibility: The SCT, MTP and Transit sections develop and implement SOPs to support assigned security strategy roles and responsibilities. The SOPs address both normal and emergency conditions, thereby providing employees with clear guidance under all circumstances. (See Section IV. Standard Operating Procedures (SOPs) and Taskings for descriptions of specific SOPs.)

Strategy 5: Interagency Coordination

The coordination of security efforts within Metro Transit and with external agencies is essential to achieving Transit’s security objectives. The coordination of security initiatives, law enforcement practices, responses to incidents or threats, joint planning and training preserve the vital transportation role played by transit during normal and emergency conditions.

Sub-strategies include the following:

Sub-strategy 5.1
Force Mix and Deployment – Develop a viable mix of full-time/part-time law enforcement officers and contract security personnel; deploy Transit Police, staff and security personnel in numbers, locations and manner to counter threats and meet situation needs; coordinate the deployment of Transit security resources with the availability of other agencies’ personnel. 

Implementation Process/Responsibility: The MTP analyzes statistics on criminal and intelligence activities to formulate force deployment plans and solicits external assistance to meet the assessed needs. During normal (non-emergency) conditions, MTP deploys available officers in number, location and ways to most effectively address prevailing or developing threats, such as vandalism and fare evasion.
Sub-strategy 5.2
Coordination of Response/Support – Ensure Metro Transit Police, Transit staff and security personnel work together, and with external agencies, to meet Transit’s security needs. 

Implementation Process/Responsibility: The MTP, all Transit staff and contract security personnel work collaboratively and with external agencies. In addition to internal table-top and field emergency drills, a MTP liaison officer works directly with external law enforcement agencies to establish programs to educate those agencies on Transit and MTP operations, security practices and support requirements for normal and emergency conditions. Internally, Transit employees receive training from MTP, Safety, and Operations on proper responses to security incidents and emergencies.
Sub-strategy 5.3
Planning and Coordination – Work with external agencies to develop:

· A Regional Transportation Critical Infrastructure Plan and
· Specific incident response plans, training programs and resource sharing to maximize coordination before, during and after an incident or threat. 
Implementation Process/Responsibility: Transit personnel, MTP and partnering public safety agencies participate in joint training and incident/emergency exercises at local and regional levels to ensure the future safety and security of Metro Transit customer, employees, equipment and facilities.

Sub-strategy 5.4

Unified Incident Command System (UICS) – Develop and participate in a Unified Incident Command System to:

· Enhance Metro Transit’s capacity to support, and receive support from, other agencies through nationally recognized emergency management concepts
· Effectively manage the joint resources of Metro Transit and external agencies during emergencies.
Implementation Process/Responsibility: The MTP and Transit sections incorporate UICS precepts (e.g., coordinating resources, information flow, mutual support, response, etc.) when developing their SOPs. Incident response staffs receive coordinated training, reinforced by tabletop and field exercises that include both Metro Transit and external agency personnel.

Strategy 6: Training

The training strategy focuses on training and educating Metro Transit employees and customers to recognize and respond appropriately and effectively to threat situations.  Sub-strategies of the training strategy include the following:

Sub-strategy 6.1
Educate Customers  – Educate Metro Transit customers through a variety of routine and special communication tools and products to create a security partnership. 

Implementation Process/Responsibility: Pursuing an organized security education program, Transit Safety, Security, MTP, Operations and Customer Assistance personnel create a variety of every-day and special communication tools and products to educate and create a security partnership with Metro Transit customers.
Sub-strategy 6.2
Train Employees (initial and recurring) – Communicate the provisions of the SSP to all Metro Transit employees and establish training programs that:

· Create and maintain awareness of specific and general security threats

· Ensure compliance with on-going security practices

· Preemptively detect system vulnerabilities and threats

· Result in prompt, accurate reporting of vulnerabilities, threats and incidents

· Enhance liaison with Metro Police and other public safety entities

· Support effective performance of “incident command” roles and responsibilities as established by Metro Transit “Incident Command Protocol”

Implementation Process/Responsibility: TSPM, SCT, MTP and section trainers/leads provide initial and periodic security awareness and incident response training to Transit Division employees. The training each group receives is consistent with their probable exposure to threats and the likelihood of them responding to incidents.

Sub-strategy 6.3
Incident Response Training (exercises and drills) – Develop training programs and exercises to test and enhance the effectiveness of plans, procedures and joint agency responses to specific security incidents; conduct full-scale exercises annually and “table-top” exercises semi-annually.

Implementation Process/Responsibility: The TSPM, SCT and MTP coordinate the development of comprehensive training programs and exercises to test and enhance the effectiveness of plans, procedures and joint agency responses to a variety of security incidents. Full-scale field exercises, involving external agencies, are conducted annually and “table-top” exercises are conducted semi-annually. Individual Transit sections maintain on-going proficiency by conducting their own internal exercises and self-readiness assessments on a regular basis.
Strategy 7: Financial
A comprehensive, integrated and effective system security program requires adequate funding. The financial strategy focuses on securing local, state and federal funds and other security resources, such as personnel, services and material supplies. The allocation and management of funds and resources is essential to achieving meaningful system security benefits. Sub-strategies include the following:

Sub-strategy 7.1

External Grants and Assistance Programs – Aggressively pursue external agency grants to fund and/or assist in projects identified as necessary to support, achieve, and maintain system security priorities, objectives and programs.

Implementation Process/Responsibility: The TSPM identifies external agency security grant opportunities. Examples include Urban Area Security Initiative (UASI) grants from the US Dept of Justice, FEMA, and FTA grants and security planning assistance programs.

Sub-strategy 7.2
Partnering – Leverage available financial resources and secure new, mutually beneficial financial resources by partnering with other organizations, agencies and jurisdictions. 

Implementation Process/Responsibility: The TSPM and MTP leverage available financial resources and secure new, mutually beneficial financial resources by partnering with other law enforcement organizations, agencies and jurisdictions. An example is the additional surveillance and law enforcement presence provided at Metro Transit park-and-ride lots by local police as they do their daily reports in patrol cars parked at those locations.

Sub-strategy 7.3
Budgeting – Establish annual budgets for capital and non-capital security initiatives that:

· Sustain critical security program activities, while enabling effective responses to unforeseen changes in the threat environment

· Result in meaningful “security returns” on the investments made
Implementation Process/Responsibility: The TSPM, MTP, SCT and Transit sections work with the Transit Division Budget Manager to establish an annual budget for Transit security initiatives.
Collectively, the security strategies and sub-strategies enable us to systematically focus on specific security programs and activities, which are implemented through Standard Operating Procedures (SOPs). Section IV identifies SOPs critical to the security program, which strategies/sub-strategies they help implement, and parties tasked with SOP development, compliance or other system security responsibilities. 
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