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METROPOLITAN KING COUNTY COUNCIL

LABOR, OPERATIONS AND TECHNOLOGY COMMITTEE
Revised Staff Report 
AGENDA ITEM:  
DATE:  December 10, 2002
PROPOSED NO:  2002-0519
PREPARED BY:  David Randall
SUBJECT:  ORDINANCE 2002-0519 relating to privacy of credit card, debit card or check card account numbers. 
Committee Action:  At its December 10, 2002 meeting, the Labor, Operations and Technology committee forwarded the ordinance, as amended, to the full Council with a “do pass” recommendation.  The vote was three ayes, no nos, and two excused.
SUMMARY:
Proposed Ordinance 2002-0519 would establish privacy standards for the use of credit, debit or check card numbers obtained by the county when a customer pays for county goods or services.  
With the rise of identity theft crimes and the increased use of credit card information by the county, there is a need to have a county-wide policy to protect customer credit card information.   Recently, the state public disclosure act was amended to specifically exempt credit card, debit card and electronic check numbers and card expiration dates from public disclosure {RCW 42.17.310(1)(ss)}.  This proposed ordinance would establish county-wide policy on the management and safeguarding of credit card, debit card and check card account information by both county staff and computer systems.  The proposed privacy standards were reviewed by the Business Management Council in July 2002.
Currently, county residents may purchase vital statistics such as birth and death records, bus passes and vehicle registration renewals (car tabs) on line.  Next year the county will offer e-commerce pilot programs whereby residents can purchase pet licenses, pay Superior Court filing fees and property taxes on-line.  One of the goals of the e-commerce pilot program is to establish a county-wide standard for collecting and using credit card information.

This proposed ordinance will address privacy standards for credit card transactions that are made both by county employees and county computer systems.  Currently, there are various ways that the county manages credit card receipts and this legislation would establish county-wide standards based on industry standards for how credit, debit or check card numbers printed on sales receipts resulting from counter, telephone and mail order transactions are managed by the county.  

In addition, under this proposed ordinance, credit, debit or check card numbers obtained by the county when a customer pays for county goods or services will not be stored in a computer database where the numbers are retrievable by any county employee or county system unless written authorization is given by the County Executive and written notification is given to the Council Chair.  

This proposed legislation would address privacy standards for credit card transactions for departments that are participating in the county’s e-commerce pilot program.  In addition, this legislation will apply to departments that are currently doing credit card transactions on-line and over the counter.  In order to evaluate the potential risk to the county of exposure of credit card information, the proposed ordinance requires agencies to submit plans to both the County Executive and Council Chair on how they will meet the privacy standards contained in this proposed ordinance.  These departments are also required to provide written notification to the Executive and Council Chair when the agencies have complied with the county-wide privacy standards.  The proposed ordinance does not include a date that agencies must provide a compliance plan or notification that agencies have met the privacy standards.
The Executive stated that there is no known immediate fiscal impact to implement this legislation.  However, there may be costs associated with bringing computer systems into compliance with these proposed privacy standards.  These estimated costs will be included in agency compliance plans.  The Executive stated that once cost estimates are available, an evaluation of the costs associated with bringing systems into compliance will be weighed against risks associated with allowing systems to be non-compliant with county-wide privacy standards.

AMENDMENTS:
A substantive and a technical amendment are attached for committee consideration.
Substantive Amendment

This legislation would require agencies with existing systems that store credit, debit or check card numbers to provide written notification to the Executive and Council Chair with a plan to comply with the county-wide privacy standards.  These agencies are also required to provide written notification to the Executive and Council Chair when the agencies have complied with the county-wide privacy standards.  However, the proposed ordinance does not include dates that agencies must provide compliance plans or notification that agencies have met the privacy standards.  The attached amendment would require agencies to submit plans on how they will meet the privacy standards by March 31, 2003 and to provide notification that agencies have met the privacy standards by December 31, 2003.

Technical Amendment

The attached technical amendment would clarify the type of database that the proposed ordinance is addressing.
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