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May 23, 2003

Christopher Murray & Associates

2016 18th Avenue East

Seattle, Washington 98112

RE:
King County ISP


Preliminary Security Issues

Dear Christopher,

At your request, we have prepared this letter outlining our preliminary findings and recommendations regarding the security electronics issues associated with the ISP program.  Further information, including review and comments on the Security Systems Upgrade design documents, field observation report, documentation of system failures, value-engineering recommendations, and discussion of existing obsolete equipment, will be developed and included in the ISP report to be submitted in August.

However, the urgency of the situation warrants this early communication.

Background

Christopher Murray & Associates was engaged by King County to review several items associated with the ISP Project including Jail Health Services and the proposed Security Systems Upgrade Project at the King County Correction Facility (KCCF) in Seattle.  As a security systems consultant, On Line Electric was to focus on an evaluation of the existing security systems in the facility, as well as the proposed security systems upgrade.  Recently, we met with County representatives and toured the KCCF, as well as the new Regional Justice Center.  

Preliminary Findings and Recommendations

1) Urgent Situation – The electronic systems at the KCCF are generically referred to as “Security Systems.”  These systems include security alarm monitoring of the building perimeter and interior doors, remote door control of inmate movement and cell doors, intercom and other communication systems, utility control systems, and elevator control systems.  It would be useful to consider these systems as “Security and Movement Control Systems”, since it is not possible to move into, through, up or down within the building without these systems.  KCCF is a very high-movement facility with many bookings, short detention durations, and a high level of detainee transportation to court and other facilities.  The Security Movement and Control Systems are essential to the ability of the KCCF to function.

The present security equipment in most cases dates from the original construction of the facility almost twenty years ago.  This equipment has surpassed its predicted useful lifespan.  Most critical control components are obsolete.  Replacement parts and vendor support are not available.  The facility is currently operating with poor intercom function and frequent, intermittent system outages.

It is a virtual certainty that major systems will fail in the very near future.  At this point, it is a question of where and when the next failure will occur.  Loss of critical movement control, such as the ability of Central Control to operate the building elevators, would render the facility inoperable without a tremendous increase in staff to manually operate all elevators and provide escort service for staff.  Operation in this mode would greatly compromise the safety and security of both staff and inmates, since it would be necessary for jail staff to carry keys in the presence of inmates.  Extra staff would be required to “protect the keys.”  A second critical area of potential failure is the intercom system.  This system is barely functional at the present time.  Central Control has great difficulty communicating with staff moving through the building due to poor system operation and audibility.  Should the intercom system fail completely, it would not be possible for Central Control to remotely control the doors and the elevators absent audio communication.  According to DAJD staff, two-way radios do not operate reliably within the building, so developing an alternative method of communication would be difficult and costly.  Failure of this system would also affect the ability of staff to communicate with each other during an emergency situation.

Recommendation #1:  The existing electronic systems should be replaced in their entirety.  This project should be implemented as quickly as possible.

Recommendation #2:  Develop a contingency plan to address partial or complete failure of the jail security systems, should this occur before the replacement project is completed.
2) Replacement Security System Design – The County has prepared drawings and specifications for a replacement Security Electronics System.  Our preliminary review of these documents indicates that the proposed system is appropriate for the KCCF, and should meet the facility’s security and operational requirements.  The Murray team is conducting a detailed review of the current design and will present cost-savings proposals and recommendations to reduce construction risks such as damage to existing equipment or prolonged schedule slippage.

Recommendation #3:  Once the project is approved to move forward, a design review and value-engineering session should be arranged involving the original system designers, KCCF representatives, construction management, and a third-party consultant.  The intent is to incorporate acceptable value-engineering suggestions and to update project design documents and the construction phasing plan.

3) Linkage with Operational Master Plan (OMP) – Concern has been expressed regarding proceeding with the Security Upgrade Project while the County considers potential changes in the OMP.  Uncertainties exist and are likely to remain regarding population projections and associated housing and program requirements.  The proposed new security system is flexible and modular, with a strong systems infrastructure.  With some minor design changes, it will support every conceivable mode of operation of the facility, allowing the County to implement future changes in staffing, jail operations, and jail population without major changes to the security electronics systems. 

Recommendation #4:  Proceed with the security systems replacement independently of the OMP and related staffing decision-making processes.

Recommendation #5:  Implement minor design changes to increase operational flexibility.  This might include using “soft”, computer-based controls in Floor Control Rooms, instead of the combination of computer and “hard” control panels currently shown on the design documents.
4) Linkage with Jail Health Services – The County is considering changes to the delivery of Jail Health Services.  As noted above, the security systems can adjust to accommodate physical remodeling or operational changes associated with modifications to the delivery of Health Services.  It is not necessary to finalize the Jail Health Services program before proceeding with the Security Upgrade Project.

Recommendation #6:  Proceed with the security systems replacement independently of the Jail Health Services study.

5) Operational Costs Associated with the Security Upgrade Project – Cost estimates prepared approximately one year ago indicated significant labor costs associated with increased staffing during project construction.  At the time that these estimates were prepared, the KCCF was operating at near-capacity of 1,700 detainees.  Currently, the jail population has declined to around 1,200.  This creates space within the facility that might be available for temporary transfer of detainees out of construction areas.  In addition, alternate construction strategies are available to minimize the impact on jail housing areas by shortening construction durations in critical building areas.

Recommendation #7:  Prepare a new plan to reduce staffing cost impacts and operational disruption associated with the Security Upgrade Project.  This work is currently a part of the scope of the OMP study schedule for completion this summer.
Summary

Assuming that the County authorized the security replacement project to start immediately, award of a contract to begin the work is unlikely prior to early 2004 due to County processes.  Completion of the installation would probably not occur until late 2005 at the earliest.  This means that the existing obsolete equipment must continue to function properly for more than two and a half years.  This is a risky situation.  Further delay in beginning the process increases the risk of failure of the systems before or during construction.  It is strongly recommended that the County act as soon as possible to expedite the replacement of these critical security and movement control systems.

We look forward to continuing our work on this project.  Please let me know if you have any questions at this time.

Sincerely,

Sandy Zirulnik

President

King County ISP
Preliminary Findings
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