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METROPOLITAN KING COUNTY COUNCIL

LABOR, OPERATIONS AND TECHNOLOGY COMMITTEE

Staff Report 

AGENDA ITEM:  1
DATE:  May 13, 2003
PROPOSED NO:  2003-0200
PREPARED BY:  David Randall

SUBJECT:  A MOTION approving the Homeland Security Policy Statement for King County Government.   

SUMMARY:  

Proposed Motion 2003-0200 would approve the executive’s Homeland Security Policy Statement.  This proposed motion is for discussion only today; it will be heard again in committee on June 10th for possible action.

The policy statement sets forth the criteria for how resources for homeland security should be dispersed and may assist in obtaining federal homeland security grants.  The policy statement contains goal statements for how King County will participate with regional partners in critical homeland security issues.  The policy statement also contains goal statements for how King County will coordinate and prioritize internal critical government operations for disaster planning.  

BACKGROUND:  

King County developed a comprehensive regional approach to disaster planning that culminated in development of the Regional Disaster Plan for King County.  This regional planning framework may serve as a foundation for a regional approach to homeland security issues among other jurisdictions and other public and private organizations within King County.  King County also has undertaken efforts that specifically address emergency planning in times of disaster for internal county government operations.  

External Regional Disaster Planning

The proposed motion would assist the county in applying for federal homeland security grants and would provide policy direction to existing regional disaster plans.

This proposed motion provides the policy direction needed to mitigate, prepare, respond and recover from terrorist or Weapons of Mass Destruction (WMD) events.  The executive is promoting an All-Hazards approach and Terrorism/WMD planning and requires new elements to existing county plans.  This motion will also provide direction to fulfill the Federal Department of Homeland Security Grants requirements by directing the county to develop a Terrorism/Weapons of Mass Destruction (WMD) Annex to both the King County Government Emergency Management Plan and the Regional Disaster Plan for King County, and to provide required Threat and Vulnerability Assessments for King County.  Also included in these efforts will be customizing the current Federal Homeland Security Alert System for use by King County Departments.

The council has had an active role in creating a regional approach to disaster planning in King County.

· In 1998, the council initiated the development of a regional approach to disaster planning among both public and private organizations within King County (Motion 10566).  

· The following year, the council created the King County Emergency Management Advisory Committee (Ordinance 13623).  

· In December 2001, the King County Regional Policy Committee submitted a letter to the Emergency Management Advisory Committee confirming the direction of the regional disaster planning process and urging distribution of the plan for adoption among the public, private and nonprofit organizations in King County. 

· In May 2002 the Labor, Operations and Technology Committee authorized the executive to enter into legal and financial agreements with other public and private organizations in King County to provide regional emergency management services in the event of a disaster (Motion 11414).

· In April 2003 the Regional Policy Committee received an update on the Regional Disaster Plan for King County.

The Regional Disaster Plan

The state requires each city and county to have an emergency management program, but there is minimal or no guidance provided to special purpose districts, businesses and non-profit agencies (RCW 38.52.070).  Nor is there any state requirement for coordination between local governments and other agencies. 

The Regional Disaster Plan for King County is intended to provide a coordinated regional approach among public and private organizations within King County to assist each other in disaster situations when individual response capabilities have been exceeded.  The Regional Disaster Plan was developed by the Regional Disaster Planning Task Force, with the facilitation of the King County Emergency Management Advisory Committee.  (Membership of the King County Emergency Management Advisory Committee may be found as attachment Four.)  
This is a multi-year effort to develop a comprehensive response plan.  The plan consists of the Basic Plan that is the core document, the Omnibus Legal Agreement and separate detailed planning documents by functional areas, such as transportation and medical services.  (An overview and list of signatories to the Regional Disaster Plan of King County may be found as Attachments Five and Six.)

1. The Basic Plan.  This plan provides an overarching framework for regional disaster operations;
2. The Omnibus Legal Agreement.  This agreement provides the legal and financial platform for resource sharing among participating organizations;
3. Direction and Coordination Appendix.  This document outlines the roles and responsibilities of participating organizations in providing effective direction and coordination of emergency management activities;
4. The Transportation Emergency Support Function.   This component of the plan establishes responsibilities and provides for the coordinated actions between organizations in response to transportation issues; and
5. The Health and Medical Services Support Function.   This component of the plan establishes responsibilities and provides for the coordinated actions between organizations in response to health and medical services. 
Additional components of the Regional Disaster Plan will include the Communications Emergency Support Function, the Debris Management Emergency Support Function, the Mass Care Emergency Support Function, Public Information Appendix, and the Training & Exercises Appendix. 

Internal Regional Disaster Planning

State law requires that the county have an emergency management program and plan for internal county government operations (RCW 38.52 and WAC 118.30).  The King County Government Emergency Management Plan specifically addresses emergency planning in times of disaster for our own county government.  This plan is managed by the Emergency Management Division within the Department of Executive Services.

The county also is developing a business continuity and disaster recovery project that will establish and implement a countywide business continuity plan for critical operations.  This project is considered urgent since there is currently no business continuity plan in place to support mission critical operations in the event of an emergency or disaster.  The council funded this project in the adopted 2003 budget as one of the strategic technology plan capital projects.  This project will be developed and implemented jointly by the Office of Information Resources Management and the Emergency Management Division.

POLICY GOALS:  

The executive proposes that resources devoted to Homeland Security should be in the following areas.  
1. Protecting the health, safety, and welfare of all King County government employees and the people who live, work, and visit King County;

2. Protecting continuity of core government functions; and

3. Protecting the county’s critical infrastructure including information technology, critical government structures, wastewater treatment facilities, and transportation systems.

POLICY EXTERNAL OBJECTIVES:  

The executive proposes the following policy objectives for preparing for disasters with external entities:

1. Communicate and coordinate with other local, regional, state, federal and private agencies prior to and during terrorist incidents affecting King County.  For all County departments and elected offices, the Sheriff’s Office will serve as the primary source of information and confirmation of terrorist threats affecting King County.

2. Use the King County Regional Disaster Plan as the instrument for joint planning 

efforts among all regional partners.  A working group, facilitated by the Office of Emergency Management, will be established with representation by all County departments and elected offices to develop the County critical infrastructure plan.  

3. Maximize the use of mutual aid agreements, unified coordination, and interoperability with regional partners within King County and jurisdictions outside the County.

4. Seek all available federal and state Homeland Security resources to bolster the County's ability to prevent and respond to acts of terrorism:

5. Pursue funding for Homeland Security initiatives

POLICY INTERNAL OBJECTIVES:  

The executive proposes the following policy objectives for preparing for disasters and emergencies within county government:

1. Enhance the safety and security of County government employees, facilities and 

Resources.  Each County department and elected office will:

· Identify and prioritize its mission-critical functions, systems and resources.

· Develop or update all-hazard safety and security plans for each of its facilities and will provide training to staff.  

· Review its print and electronic information to determine whether any specific items meet the criteria, relating to terrorism, for exemption from public disclosure.

2.
Provide timely and appropriate information to employees and the general public.  

ISSUES:

1. Does the committee wish to receive a briefing on the county’s plan for conducting business in the event of a disaster?

This proposed motion will assist the county in planning for providing critical county business operations in the event of a disaster.  The committee may find it beneficial to understand the King County Government Emergency Management Plan, the business continuity planning effort and how these two plans will be coordinated.

The recent Strategic Technology Plan conducted by an outside consultant found that “The County is not currently prepared for a major disruption in technology operations.  There is no comprehensive plan for conducting business in the event that operations and access were to be made unavailable without warning or malicious causes.  The lack of attention to an overall plan is considered unacceptable and should be remedied as soon as possible.  Without a business continuity plan the County is not prepared to manage critical operations in the event of a major catastrophe.”  The lack of a business continuity plan was one negative factor that contributed to King County receiving a C minus score in last year’s Governing Magazine survey on county government performance. 

2. Does the committee wish to receive a briefing on the county’s Regional Disaster Plan for King County and grant opportunities?

As mentioned above, the executive is developing additional components for the Regional Disaster Plan for King County.  In addition, the executive is ensuring that the county meets recent Federal Department of Homeland Security Grants requirements.  The committee may wish to receive a progress report on development of additional components of the Regional Disaster Plan.  The committee may also wish to understand what homeland security grant opportunities have been pursued and who is accountable on behalf of the executive for pursuing homeland security grant funding. 

ATTACHMENTS:

1. Proposed Motion 2003-0200

2. Transmittal Letter, Dated  April 28, 2003

3. Homeland Security Policy Statement

4. King County Emergency Management Advisory Committee Membership

5. Overview of the Regional Disaster Plan

6. Signatories to the Regional Disaster Plan

INVITEE:

1. Eric Holdeman, Division Director, Office of Emergency Management, Department of Executive Services
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