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[bookmark: _Toc420997301]Puget Sound Emergency Radio Network Risk Management Plan Methodology

The risk management mitigation plan employed by PSERN will be comprehensive and aimed at reducing the likelihood or impact of the risks.  A process of continuing review of risks will be conducted throughout the life of the project.  Figure 1 below is a diagram of the process that will be followed.

  
Figure 1 – PSERN Risk Management Methodology Diagram

Within this methodology, the project must first identify and understand risks that could potentially impact the outcome, implementation, or quality of the project deliverables.  In order to effectively manage the project, it must always be looking forward to the project objectives, and backward to things that might derail progress.  This 360 degree view of factors related to the project will be a key factor in ensuring success of the project deliverables.  

Next the project should develop risk “Heat Maps” that indicate for each specific identified risk what the likelihood of each risk occurring is, as well as the impact (or consequence) of the risk should it occur.  

An evaluation tool needs to be developed to assist with the prioritization of each risk.  The methodology will then rank each risk to identify the most critical risks to actually address.  The tool should be clear and simple to use.  Some risks may be acceptable or minor and therefore not require the active attention of the project.  However, no risks should be ignored in a way that they are underestimated or totally forgotten about when they are initially classified as lower priority.

On no more than a quarterly basis the project shall monitor each risk for trending to determine if it is more severe, less severe or if it remains constant as compared to the last review.    During this review each risk mitigation plan shall be reviewed for completeness and effectiveness.  If during the review the Project determines the risk is not being managed effectively, the project shall develop additional mitigation measures to reduce the likelihood or impact of the risk.

The risk management plan will incorporate a holistic governance approach.  This means that at all levels of the project governance any individual or governance body may elevate a risk that it perceives as needing active or more effective mitigation strategies.   Because of this, risk management is a core tenant of all facets of the PSERN Project’s governance process.  The Project will manage risk internally.  This management will consist of regular reviews of the project facets with a keen eye to emerging and pre-defined risks.  All pre-defined risks will be studied and reviewed carefully to determine if the risk trend is increasing (worsening), decreasing (improving) or unchanged.  Newly emerging risks are likely to occur at one point or another in the project, at which point a strategy will need to be developed for mitigation.  All risks will fall into one of four categories in terms of the mitigation approach.  Same will have active mitigation, others will simply be watched, some will possibly just be accepted for the impacts that arise, and finally some may require further research prior any other approach being employed. 

Each risk through the life of the project (until mitigated, or totally accepted) will be routinely reviewed.  The above process will be repeated in an effort to improve upon the mitigation strategy for any given risk (decrease the likelihood or impacts) and manage the risks.   Each quarterly review will be recorded on the table on page two of this document.  The project team will report the status of all risks to the Joint Board on a monthly basis.  Once a risk has been fully mitigated and or is classified as accepted, it will be added to Appendix 1 of this document.  Once added to Appendix 1, the risk will have an entry added that describes the disposition of the risk, what was done to mitigate it, or why it was accepted. 

Below is the risk categories identified for the PSERN Project along with a description of what each category consists of:

Identified Risk Categories
· Technical, Scope and Deliverables
· Schedule
· Resources
· Budget

Risk Category Description

1. Scope and Deliverables – These risks pertain to the issues related to poor project planning and development for the overall project.  This category covers technical complexity, development of end user requirements, changing requirements and the impact of unclear customer needs.  

2. Schedule – These risks pertain to the duration of the project, multiple critical paths, end user expectations plus projected political pressure to meet the schedule and financial results.

3. Resources – These risks will apply to PSERN personnel, its partners plus vendor resources identified for successful completion of the project.  Resources from the partners within the King County Regional Communications Board will be required to support this implementation in addition to normal projects and work activities.  Good communication within these groups and back to the project team will be crucial to the project success.  

4. Budget – These risks pertain to the costs of implementing the new PSERN Network including facilities, hardware, software, licenses, training and resources.   Overview of the spending plan and competing projects that ask to be included under this funding source will require constant vigilance by the project team.  

Quantifying and Prioritizing Risk

Each risk pre-identified in this plan and all risks that emerge over the life of the project shall have an associated “Heat Map” similar to the below (Figure 2).  
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Figure 2 – Risk Heat Map Example
	
The heat map is a graphical dash board tool that indicates the relative likelihood and impact of any given risk.  Aside from the pure representative presentation this provides it can also be a very useful tool in evaluating the relative Priority rating of the project risk profile in aggregate.   To determine the priority of each risk the two axis’ in Figure 2 are multiplied by each other as indicated by the placement of the “X” on the map.  In this example the score is:
· Likelihood multiplier = 5
· Impact (or Consequence) multiplier = 3
· 3X5 = 15

Therefore this example risk would have a priority rating equal to 15.  It would then be compared to every other risk in the portfolio to get a sense of its relative importance to all others.  Once scored and ranked all risks will fall into one of these Priority Ratings: 

Score Range*	Priority Rating
20-25		Very High
15-16		High
8-12		Medium
1-6		Low
* Only those scores that are possible are shown (e.g. there is no way to get a score of 7)

Once the relative ranking is developed a tool similar to Tables 1 and 2 below will be used to summarize a dashboard of all risks within status reports, and or other special reports as well as provide a key by which terms, color codes and trends can be understood with a common meaning.  A sample of the report which will be updated and discussed monthly at the Joint board meeting is attached as Appendix 2 to this document.  

	Rank
	Trend
	Risk ID#
	Approach
	Risk Title

	1
	
	18
	M
	Bridge foundation

	2
	
	7
	M
	Joint powers agreement completion

	3
	
	22
	R
	Steel workers strike

	4
	
	3
	W
	Asphalt availability

	5
	
	1
	A
	Critical work complete before storm season sets in


Table 1 – Example “Project Risk Assessment – Memorial Bridge Project”


	Criticality
	Trend
	Approach

	HighHigh

Med
Low
	Decreasing (Improving)
	  M - Mitigate
  W - Watch
  A - Accept
  R - Research

	
	Increasing (Worsening)
	

	
	Unchanged
	

	
	New since last report
	


Table 2 – Risk Assessment Key 

Below are the definitions of the “Likelihood” that risks will occur and will be used to judge the likelihood of each individual risk throughout this document and for the duration of the project.  All risk categories have a single set of likelihood definitions. 	
Probability/Likelihood Definitions
What is the likelihood the risk will happen?

1. Not Likely:  The current approach and processes will effectively avoid or mitigate this risk based on standard practices.

There is very little chance or likelihood of a negative outcome based on existing plans.  This likelihood level assessment is based on evidence or previous experience and not on subjective confidence.  This assessment level requires the approach and processes to be well understood and documented.  Little or no management oversight will be required.

2. Low Likelihood:  The current approach and processes have usually mitigated this type of risk with minimal oversight in similar cases.

There is a small but reasonable probability that a negative outcome is possible.  Present plans include adequate margins (technical, schedule, or cost) to handle typical problems.  This assessment level requires the approach and processes to be well understood and documented.  Limited management oversight will be required.

3. Possible:  The current approach and processes may mitigate this risk, but workarounds will be required

A negative outcome is likely, or the current approach and processes are only partially documented.  Alternative plans or methods exist to achieve an acceptable outcome even if the risk is realized.  Present plans include adequate margins (technical, schedule, or cost) to implement the workarounds or alternatives to overcome typical problems.  Significant management oversight will be required.

4. Highly Likely:  The current approach and processes cannot mitigate this risk, but a different approach might.

A negative outcome is most likely going to occur, or the current approach and processes are not documented.  While alternative plans or methods are believed to exist to achieve an acceptable outcome, there are not adequate margins (technical, schedule, or cost) to implement the workarounds without impacting the program management reserves in performance, schedule, or cost.  Significant management involvement is required.

5. Near Certainty:  The current approach and processes cannot mitigate this type of risk; no known processes or workarounds are available.

A negative outcome is most likely going to occur, and no alternative plans or methods have been documented.  Alternatively, the issue has not yet been evaluated adequately to be well understood — there is consequently a high level of uncertainty about the risk.  Urgent management involvement is required.

Each individual Identified Risk Category has its own set of “Impact” definitions by which all the risk in the category shall be judged against.  
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Given the risk is realized, what would be the magnitude of the impact on system performance?

1. Low:  Given that the risk is realized, there would be minimal or no impact.

A successful outcome is not dependent on this issue; the technical performance goals will be met.  There would be no impact on the success of the program.

2. Minor:  Given that the risk is realized, there would be a minor performance shortfall but the same approach could be retained.

The resulting technical performance would be below the goal but within acceptable limits.  There would be no need to change the basic design, process, or approach.  There would be no impact on the success of the program.

3. Moderate:  Given that the risk is realized, there would be a moderate performance shortfall but workarounds would be available.

The resulting technical performance would be below the goal.  The basic design, process, or approach could be retained with only minor changes, and the overall system performance would still be acceptable as a result of workarounds such as the reallocation of functions or performance goals.  There would be only a limited impact on the success of the program.

4. Significant:  Given that the risk is realized, the performance would be unacceptable but workarounds would be available.

The resulting technical performance would be unacceptably below the goal.  The design, process, or approach would require a significant change to achieve an acceptable performance level.  Additional workarounds such as the reallocation of functions or performance goals could also be required.  The success of the program could be jeopardized.  

5. High:  Given that the risk is realized, the performance would be unacceptable with no known workarounds.

The resulting technical performance would be unacceptably below the goal.  There are no known alternatives or solutions.  The success of the program would be in doubt.
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	Risk ID
	Risk
	Risk to Project Scope & Deliverables
	Risk Assessment Score

	1
	|_|
	Design and RFP assumptions were wrong.
	6

	2
	|_|
	FCC licensing and spectrum issues.
	8

	3
	|_|
	Fiber optic backhaul is not available.
	2

	4
	|_|
	Incorrect subscriber configurations.
	8

	5
	|_|
	Levels of technical complexity significantly higher than those in past projects.
	6

	6
	|_|
	Physical security for portable subscriber equipment and accessories.
	8

	7
	|_|
	Poorly defined testing and acceptance criteria.
	8

	8
	|_|
	Potential for excessive design change.
	4

	9
	|_|
	Project will not be socialized correctly.
	9

	10
	|_|
	Undefined roles and responsibilities for partners, staff and vendors.
	12

	22
	|_|
	Local opposition to siting of towers.
	12

	24
	|_|
	Transition to digital radio may be difficult for users
	9



Legend:
|_|	Combined Risk Assessment Score is <7
|_|	Combined Risk Score is between 7 and 13
|_|	Combined Risk Score is > 14


	Risk Category: Technical, Scope and Deliverables

	Risk Title: Design and RFP assumptions were wrong.
	Risk ID number: 1

	Owner: PSERN Technical Committee
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
The assumptions made for the RFP and subsequent system design and implementation were incorrect.

Statement of Cause:
There are many components to the new network.  Each has interdependency on many others.  There may be additional towers to provide coverage.   There will need to be additional and reuse of spectrum to build out to the desired grade of service for the future capacity of the network.  The network will also need to survive a natural or manmade disaster.    

Consequences if Risk is realized:
· The user community and stakeholders may not have complete buy in and lose confidence in the PSERN Project
· First Responders could be put at risk.
· There may be additional sites added or other design changes that could result in project delays or additional costs.

Mitigation:
1. The Project used staff from its partners, a consulting firm and standards from The National Telecommunications and Information Administration to verify its assumptions.
2. The Project has relied upon the hundreds of years of technical experience that exists in the Technical Committee and with Project Team Members as well as reliance several technical consultants’ experience.   Together these components have developed a comprehensive RFP that has checks and balances within it to validate its assumptions.  They will also analyze any further issues that arise out of the design review.
3. The Project reviewed RFP's and contracts from other jurisdictions buying similar systems.
4. The Project will correct any defects in the RFP as part of contract negotiations.
5. The Project has established a contingency fund to help mitigate issues.
6. The Project has an experienced Technical Consultant on hire.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: FCC licensing and spectrum issues.
	Risk ID number: 2

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
The proposed PSERN Network uses spectrum licensed by the Federal Communications Commission just as the current system does.  Licenses from the Commission must be obtained before the use of the new network can begin.

Statement of Cause:
The inability to license new or make changes to the current radio spectrum in a timely manner will cause the system to be delayed or not implemented.  This is unusually complex in this Region as the Co-owners of the current system have yet to complete rebanding.

Consequences if Risk is realized:
· The electronics in the new PSERN network can only be used when spectrum is available and licensed.  The Project schedule may slip and costs could increase.

Mitigation:
1. Selection of Project 25 Phase II technology will lessen overall frequency demands in the Land Mobile Radio System.
2. As part of the contract, the vendor will be responsible for frequency planning and licensing of the frequencies used in the Land Mobile Radio and Microwave Backhaul systems.  
3. PSERN Project staff will continue monitoring the progress of the vendor’s Federal Communications Commission applications.
4. Licensing has been identified as a key design component and will begin in early stages of the project.
5. The System Vendor has proposed a solution that appears viable.
6. Lack of available microwave spectrum could be mitigated by the use of fiber optic backhaul.
7. Borrow 800 MHz spectrum for other Licensee’s such as the State of Washington.
8. Change the Land Mobile Radio System to a 700 MHz band system.
9. Reduce the Land Mobile Radio System capacity.

	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	

	
	3
	
	
	
	
	

	
	2
	
	
	
	X
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence





	Risk Category: Technical, Scope and Deliverables

	Risk Title: Fiber optic backhaul is not available.
	Risk ID number: 3

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
There is reliance on leased bandwidth for some operations.  Delays in the availability, construction and delivery of this bandwidth may result in delays in turning on the new electronic equipment.

Statement of Cause:
Some locations do not have a current fiber optic connection.  Adding connectivity may be problematic depending on the length of the extension needed the terrain the extension must cover, or other factors.

Consequences if Risk is realized:
· If there is a delay in construction of the backhaul, schedule may slip and costs could increase.  If adding fiber optic backhaul proves too problematic, design changes may have to be made.

Mitigation:
1. The fiber backhaul connections are to be developed early in the project.  
2. The Vendor has been contracted to supply a fiber optic backhaul solution. 
3. Use of existing unused municipal fiber will be favored over building new fiber links.
4. Use of microwave radio links if fiber connections cannot be used.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Incorrect subscriber configurations
	Risk ID number: 4

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 11/18/2014



Description of Risk:  
End user equipment that is not provisioned correctly may cause poor performance or loss of features.

Statement of Cause:
End user equipment relies on work group specific settings and configurations for operations.  

Consequences if Risk is realized:
·   Any error in these settings could cause performance or safety issues for the radio user.
· First Responders could be put at risk by having radios that do not perform properly in emergent situations.
· Reprogramming of radios can be time consuming and resource intensive causing the Project schedule to slip and costs to increase.

Mitigation:
1. Vendor Oversight by Project team.  Experienced, in house Technical Staff will be relied upon to verify proper configurations.
2. Testing of configurations will be done before full deployment.
3. “Over the Air Programming” will be used to correct identified issues saving users from having to bring their radios in for reconfiguration.
4. A pilot test will be conducted early to ensure proper Quality Analysis of subscriber radio programming.
5. The Project has established a contingency fund to help mitigate issues.
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Risk Category: Technical, Scope and Deliverables

	Risk Title: Levels of technical complexity significantly higher than those in past projects.
	Risk ID number: 5

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 6/19/2015



Description of Risk:  
The new PSERN Network will be larger, more complex, and work differently than today’s system.  

Statement of Cause:
· The current radio and dispatch systems use an analog proprietary circuit switched technology that is over 20 years old.  The new PSERN system will use a standards based, open digital architecture with many new features.
· PSERN will have approximately twice as many sites as today’s system. 
· Most users will be using new radio features that differ from those they use today.  
· Some dispatchers will be using new console features that are not used today.

Consequences if Risk is realized:
· Radio users and dispatchers may be delayed or prevented from communicating because of their unfamiliarity with the new equipment.
· The user’s experience may different than expected.
· Technical support staff may have issues supporting the new, software-focused technology especially if the rate of failures increases.
· The added value of many new features may not be realized.

Mitigation:
1. All users will be trained to use their particular equipment and be tested on its use in typical operational situations before they switch to the new equipment.
2. All Technical Support staff will have available a comprehensive training regimen on the new technologies.
3. There will be a number of early adopters that will help clarify issues observed before deployment of subscriber units to the field.  The earliest adopters are not expected to be directly in the public safety field.
4. The Project team has created an outreach task force comprised of subject matter experts from the user community to provide feedback and information to the users.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Physical security for portable subscriber equipment and accessories prior to deployment.
	Risk ID number: 6

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2014



Description of Risk:  
Theft could be a problem. Approximately 11,600 portable subscriber units will be purchased during the project.  There will be additional amount of equipment including portable radio batteries and accessories.  A conservative dollar value of this equipment is $28,000,000.

Statement of Cause:
The Project has not identified a facility with a high level of security where it is practical to store this large quantity of hardware.  As implementations or cutovers begin, additional measures will be needed to ensure the security of the equipment.

Consequences if Risk is realized:
· Additional costs and/or delays will be incurred if equipment is lost, stolen or miss-handled.
· First Responders could be put at risk by an unauthorized user of the network.
· Security of programming information such as Talkgroups, Encryption Keys and Frequency plans could be at risk.  

Mitigation:
1. Before Stage 4 of the project, one or more suitable secure locations need to be obtained.
2. Develop a logistics plan for hardware receipt, storage, testing, and delivery to sites.
3. Coordinate logistics with the vendor, site contacts and the Project.  
4. Sequence orders to minimize the inventory storage at any given time.
5. Take smaller sized deliveries more often and in a just in time manner.
6. The Project has established a contingency fund to help mitigate issues.
7. Maintain positive control of System Keys and Encryption Keys, along with System operating parameters to prevent cloning of radios on the PSERN Network. This is obtained through both contractual and operational means.
8. Staff as well as Vendor Background checks will be performed.
9. System Inhibit lost or stolen radios making them unusable.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Poorly defined testing and acceptance criteria.
	Risk ID number: 7

	Owner: PSERN Technical Committee
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
Implementation of PSERN will require extensive testing of system coverage and features.  Project milestones and payments to vendors will be based on these tests.

Statement of Cause:
A poor system testing and acceptance plan could result in a system that does not meet the needs of the users.  This could cause delays for the project as poorly defined testing specifications and acceptance criteria may result in performance issues for the end users.  The topography of the County and resulting lack of roads makes it difficult to test every location in the service area. In addition, some cities are too small to conduct statistically significant single city coverage tests. Because significant payment milestones are connected to testing, vendors are very cautious in what they will agree to.

Consequences if Risk is realized:
· Poor testing may result in a system that does not meet the stakeholder’s needs.
· There could be schedule delays as issues are resolved.
· There may be additional costs for change orders for new sites or equipment.
· Milestones and payments could be achieved without proper verification of deliverables.

Mitigation:
1. The criteria for testing were developed from the National Telecommunications & Information Administration’s standards and accepted methods.
2. The RFP and vendor contract has been vetted by technical team subject matter experts, outside engineering and consultants.
3. Automated as well as subjective human testing will be conducted.
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Risk Category: Technical, Scope and Deliverables

	Risk Title: Potential for excessive design changes
	Risk ID number: 8

	Owner: PSERN Technical Committee
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
This risk exists at two different levels: (1) At the System design level; and (2) at the Subscriber level.  Design changes may occur as a result of site acquisition issues.  Changes may also occur as new features or functionalities become available in the subscriber radios and infrastructure.  

Statement of Cause:
Final system design has not been completed. Some sites in the preliminary design may not be used in the final design due to lease, access or other viability issues. These issues could result in significant (and costly) design changes. A new, desired feature may be released before completion of the project.  System changes may be needed to take advantage of the feature. 

Consequences if Risk is realized:
· May need to rework the design to obtain the desired end state for both the system or subscriber radios.
· Schedule may slip.
· Cost of implementation would likely rise, maybe drastically.

Mitigation:
1. A thorough RFP, design and contracting process should allow for mitigation of potential pre- deployment issues.
2. The Project has analyzed potential sites during negotiations and worked with the Vendor to minimize the risk for site changes.
3. Keeping consistent requirements is also a key to ensuring no owner involved change orders occur.
4. Active participation with regional technical subject matter experts and consultants will be required during the detailed design review process to ensure a good design.
5. The Project has established a contingency fund to help mitigate issues.
6. Negotiate the contract to make Vendor responsible for as many of the additional costs and schedule changes as possible.
7. Design changes are defined within Project Governance.  Partners will need to share in additional costs with discretionary change orders.
8. Use of Technical Team, Technical Consultant, Architecture and Engineering Consultant and Quality Assurance Consultant will validate the need for all change orders.




Risk Heat Map located on the following page
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Project will not be socialized correctly.
	Risk ID number: 9

	Owner: Project Director
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
Many people will need to be involved in the planning and execution of this complex project.  Lack of proper information sharing will damage the Project’s ability to effectively execute this multidimensional project.  

Statement of Cause:
The lack of a fully prepared communications plan. The Lack of skills for personnel assigned to perform outreach and communications activities.  The Failure of leaders in user community to take the time and effort to learn about the project.  The Failure of the Joint Board Members to socialize the Project with their users.  

Consequences if Risk is realized:
· Faith in the County’s ability to execute the project could be diminished. 
· The users fail to provide the Project with needed information and involvement such as installation activities.
· The project or end results are perceived as negative because the value is not understood or appreciated.

Mitigation:
1. The Project has hired a Communications Specialist to assist with socializing the project.
2. Promote operational efficiencies that will be gained by use of this new technology.
3. A Task Force comprised of groups of users who represent every agency within the County and its partners has been established to act as “change agents” or Project Champions.
4. The Project in conjunction with the Joint Board has developed a comprehensive Communications Plan that is consistent, yet flexible enough to communicate with all project stakeholders.
5. The Project will ensure that the communication plan is followed and will pay close attention to feedback about the Project.
6. Project staff will communicate regularly with those who are tasked to act as a 2-way conduit between their agencies and the project.  
7. Promote added safety for First Responders that will be gained by use of this new technology.
8. Use of King County’s full set of Regional Outreach resources could be engaged to socialize the project. 


Risk Heat Map located on the following page
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Undefined roles and responsibilities for partners, staff and vendors
	Risk ID number: 10

	Owner: Project Director
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
The lack of clarity around roles and responsibilities creates an environment where ownership of issues and actions is not clear.

Statement of Cause:
The causes of this risk could be poor communication, poor documentation, and poorly defined processes.

Consequences if Risk is realized:
· Project resources, partners and the vendor are in conflict in their attempts to deliver on project tasks. 
· Creates the potential for issues, actions or decisions to not be addressed in a timely manner (or not at all) because the owner of the process or decisions is not clearly identified.

Mitigation:
1. Acquire the proper dedicated resources internally to support deployment of this project.
2. Negotiate and draft an agreement with the project partners that clearly and fully outlines all roles and responsibilities required for this project.   
3. Manage the vendor contract’s statements of work with clear and comprehensive roles and responsibilities for all parties to the contract.
4. Perform periodic reviews of all project processes to ensure compliance with the vendor contracts, project plans, Project Management best practices, and Project Oversight.  Adjust the processes as necessary to embody an environment of continuous improvement.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Local opposition to siting of towers
	Risk ID number: 22

	Owner: PSERN Construction Manager
	Original Date: 3/30/2015
	Revised Date: 5/19/2015



Description of Risk:  
Residents, neighbors and others may object to the construction of a new telecommunications facility in their local area.

Statement of Cause:
Some of the new PSERN radio sites may be built in areas that have not previously had telecommunications facilities. These may include neighborhoods, close proximity to or in parks and other areas of high public interest.

Consequences if Risk is realized:
· Individual site construction may be delayed.
· Sites could be forced to relocate.
· Design changes to mitigate tower siting issues could impact system performance.  
· The project may be delayed.
· Additional sites and equipment may be required.

Mitigation:
1. Early identification of sites that may be a risk.
2. Outreach and collaboration with potential impacted parties.
3. Working early with land owners for mutually agreeable solutions.
4. Bringing in expertise from the Architectural & Engineering vendor to educate stakeholders.
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	Risk Category: Technical, Scope and Deliverables

	Risk Title: Transition to digital radio may be difficult for some users
	Risk ID number: 24

	Owner: Project Manager
	Original Date: 6/2/2015
	Revised Date: 6/2/2015



Description of Risk:  
The new digital radio technology will sound different from the legacy analog radio signals.  Certain higher frequency voices will sound distinctly different making communications more difficult in the early adoption of the new system.  

Statement of Cause:
This human ear is a sensitive instrument and the legacy “analog” audio signal sounds distinctly different than a “digital” audio signal.  Because of this, it is a near certainty that user communications in the digital environment will require an adjustment period to adapt to the new sound of the digital transmission.  The sound will not be a lower quality, but it will sound “different” thus a perception that the signal has a lower quality could develop.  It is also possible that an extremely noisy background environment could cause similar experiences.  The digital processors in the new radios work differently and present “noise” to the user in a slightly different manner than the analog system did. 

Consequences if Risk is realized:
· User perception could be that the digital signal is a lower quality comparted to analog.  
· User communication could be distracted due to differences in sound between digital and analog
· Communications could experience “repeat backs” and/or missed messages if the users do not adapt to the new sound quickly
· Confidence in the new technology could begin to wane
· [bookmark: _GoBack]Users may resist migration to the new technology 
· Coverage may be perceived as inferior to the legacy system due to the lack of fading in digital signals. 

Mitigation:
1. Project outreach to all user communities will be required to socialize the new sound of digital radio.
2. End user training for dispatchers and radio users will focus on the differences between analog and digital operations to assist with adaptation and communication techniques to minimize the distraction of the new sounding radio system
3. Work with the User Task Force to identify organizational champions for the new system who can socialize the project within agencies
4. Early adopters will be brought on the system and demonstrate to the user community the successful transition to the new technology
5. Careful testing of the system during implementation will be performed to ensure both quantitative and qualitative criteria are achieved
6. Purchase of the most technologically advanced subscriber radios from the equipment manufacturer that include noise cancelling microphones, advanced digital vocoders and speaker systems

Risk Heat Map located on the following page
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[bookmark: _Toc420997304]Schedule Impact/Consequence Definitions

Given the risk is realized, what would be the magnitude of the impact on the schedule?

1. Low:  Given that the risk is realized, there would be minimal or no impact.

The program schedule is not dependent on this issue.  There would be no impact on the success of the program.

2. Minor:  Given that the risk is realized, additional activities would be required to meet key dates.

One or more key dates in the program schedule, but not critical path events, would be jeopardized; there are identified schedule workarounds that would be sufficient to mitigate the schedule impact.  There would be no impact on the success of the program.

3. Moderate:  Given that the risk is realized, there would be a minor schedule slip and one or more need dates would be missed.

One or more key need dates in the program schedule, but not critical path events would be at least one month late; there are identified schedule workarounds that would be sufficient to keep the program critical path from being affected.  There would be only a limited impact on the success of the program.

4. Significant:  Given that the risk is realized, the program critical path would be affected.

One or more events on the program critical path would be at least one month late.  There are identified schedule workarounds that would be sufficient to meet major program milestones.  The success of the program could be jeopardized.  

5. High:  Given that the risk is realized, a key program milestone cannot be achieved.


Completion of a key program milestone would be late, and the success of the program would be in doubt. 

NOTE:  The likelihood description listed previously remains unchanged.



[bookmark: _Toc305675476][bookmark: _Toc420997305]Risk Summary for the Project Schedule 

	Risk ID
	Risk
	Risk to Project Schedule
	Risk Assessment Score

	11
	|_|
	Lack of agreement between system owners
	9

	12
	|_|
	Project implementation may take longer than planned for
	9

	13
	|_|
	Site development delays
	20

	14
	|_|
	User migration to the new system may be more complicated than planned.
	6

	15
	|_|
	ILA’s not completed and agreed to on schedule.
	12

	16
	|_|
	Fire Districts or Fire Commissioners oppose interlocal agreements - Mitigated
	15 - Mitigated


Legend:
|_|	Combined Risk Assessment Score is <7
|_|	Combined Risk Score is between 7 and 13
|_|	Combined Risk Score is > 15


	Risk Category: Project Schedule

	Risk Title: Lack of an agreement between system owners
	Risk ID number: 11

	Owner: Project Director
	Original Date: 2/7/2014
	Revised Date: 5/1/2015


Description of Risk:  
An agreement must be completed which defines the terms and conditions on how the project will be implemented and how governance, maintenance and operations will work for the future PSERN system.   A lack of an agreement could put the project in jeopardy.

Statement of Cause:
Coalition partners may not agree about all the issues involved or have consensus on the policies, processes, governance structure, and procedures for moving forward.

Consequences if Risk is realized:
· Failing to reach agreement will delay the project, perhaps significantly. For instance, the Vendor’s Notice To Proceed could delayed until an agreement has been passed by King County Council.  A delay of a period of time may not equate to an equal delay in project completion. e.g. a 3 month delay in the summer of 2015 could equate to a 9 month delay in the overall project due to weather and site development issues.   These risks could be realized via lack of funding for the project, withdrawal of the proposed system vendor pricing, and/or continued disagreement between current system owners.
· The Vendor contract could be cancelled if Notice to Proceed is not issued before October 1st, 2015.

Mitigation:
1. The Project and the Joint Board are nearing agreement on an implementation agreement and post construction governance and operations agreement.
2. The project will ensure all parties are aware of the consequences of not reaching agreement through the Project Joint Board meetings.
3. A Communications Specialist position is staffed with a professional organizational communicator who assists the project in being more effective with its communications at all levels.  Additionally the position helps foster an environment that will produce agreements approved by all applicable legislative bodies.
4. Project outreach with key stakeholders to ensure King County Council passage with agreements as written.
	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	

	
	3
	
	
	X
	
	

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence




	Risk Category: Project Schedule

	Risk Title: Project implementation may take longer than planned for
	Risk ID number: 12

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
Users may be forced to continue operations on the current aging radio network beyond the currently identified timeframe. Vendor support for existing users will lessen, therefore decreasing the ability of maintainers to keep the system operating at designed performance specifications. There is also a potential for additional costs due to delays.  

Statement of Cause:
This project is extremely complex and complicated with many stakeholders, suppliers and levels of technical and implementation interdependencies.  If any of these relationships is faulty or if the vendors do not work together well, delays to the project schedule could occur.  Delays could also occur if the Project staff and Partners do not perform up to expectations or if user agencies are not fully engaged during the subscriber deployment.

Consequences if Risk is realized:
· Project costs could increase and public safety first responders may not have the tools they need to efficiently and adequately perform their duties if left on the legacy radio system after full vendor support has expired.
· Users risk increased system degradation the longer it takes to move on to the new system. 

Mitigation:
1. Because of this complexity, the project has relied upon the hundreds of years of project management experience that exists in the Technical Committee and with Project Team Members as well as reliance several technical consultants’ experience.   Together these entities have developed a comprehensive RFP that has checks and balances within it to minimize project schedule variation to the greatest extent possible.  As the project progresses into final detailed design review the project schedule is likely to be adjusted to some extent to make the most efficient use of all project and vendor resources available and ensure a well thought out and complete project schedule.

2. Active project management reflective of best practices will be used to track all project activities and ensure complete and timely completion of tasks and issue resolution.

3. The project will engage the technical committee members as subject matter experts, work with the Prosecuting Attorney’s Office, and utilize consultants as necessary to ensure a carefully written scope of work that will minimize or fully mitigate the possibility of critical path project delays.  All these personnel involved with developing the project scope of work are experienced in large land mobile radio system projects similar to PSERN.

The Joint Board has adopted a Project Charter, approved the system RFP, signed the relevant agreements, and will approve the vendor contracts and major deliverables to help insure everyone has the same understanding of the Project and its processes.  Project staff may consider and recommend changes to project schedule that make up time for earlier delays.

Risk Heat Map located on the following page
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	Risk Category: Project Schedule

	Risk Title: Site development delays
	Risk ID number: 13

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:  
New and existing radio communication facilities would not be ready for the System Vendor to install electronic equipment per the approved Project implementation schedule.

Statement of Cause:
There are many factors that could lead to a delay in site acquisitions and development.  These include problems obtaining new site leases and easements or permits, accessibility limitations due to weather conditions, as well problems with technical viability factors such as no clear line of site for microwave shots.  Internal delays from King County Agencies such as Risk Management, Prosecuting  Attorney’ s Office, Facilities Management or the King County Council’s approval of leases could also cause the schedule to slip.   

Consequences if Risk is realized:
· Site Development is a critical path issue for the project.  Sites that are not ready for installation of electronic equipment caused by construction delays could unnecessarily extend the project schedule.
· If one or more sites are not viable, one or more new sites will need to be obtained to retain coverage.
· The Vendor may make claim against the Project if sites are not ready per the Vendor contract.

Mitigation:
1. Allow sufficient time for sites to be thoroughly evaluated and site-ready work to be completed.  Once sites are ready, turn them over to the system vendor for implementation activities to begin.   
2. Carefully define scopes of work and ensure that contracts are written to support a successful final system design.  
3. Work on identified issues early and then work closely with the selected System Vendor, Architectural and Engineering Consultant, and Construction Vendor to ensure that all measures are being used to maintain the project schedule.   
4. Use issue logs to track issues with all vendors and internal staff.
5. Hire sufficient project staff to ensure project activities are managed properly and site development work continues to progress.
6. Develop internal processes within the executive branch to ensure timely processing and transmittal of leases for approval by King County Council
7. Establish the baseline process described above and seek consensus with King County Council central and legal staff on the lease approach.


Risk Heat Map located on the following page



	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	X

	
	3
	
	
	
	
	

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence





	Risk Category: Scope and Deliverables

	Risk Title: User migration to the new system may be more complicated than planned.
	Risk ID number: 14

	Owner: PSERN Technical Committee
	Original Date: 2/7/2014
	Revised Date: 11/18/2014



Description of Risk:  
All 19,000 radios, in addition to 12 PSAP/911 Centers and 8 other dispatch centers will need to transition from the old to the new radio system.  Significant delays in transition will impact the critical path and lengthen the project.  

Statement of Cause:
· Time must be allowed for radio installations in vehicles as well as spectrum re-management.  Migration will be complex because of ongoing operational constraints.   Subscriber deployments could be delayed because of poor project planning, poor communications, labor/management issues, poor vendor performance and lack of customer support in providing the vehicles which will require subscriber installations.  
· There will be many different configurations and options for the radios.

Consequences if Risk is realized:
Some users could lose services, functionality or interoperability during periods of the transition.

Mitigation:
1. The Contract has included a requirement that migration plans be written during the Detailed Design stage so that the Partners can assess the quality of the plans.  The project is staffed with experienced personnel that have completed system build-outs and subscriber fleet replacements on scales similar to that of the PSERN Project.  Additionally the Technical Committee will be a source of subject matter expertise to ensure that the migration plans are adequate as well.  
2. As part of the proposal evaluation, the Project Team has conducted outreach with other projects throughout the nation that have implemented solutions from all proposers.  During these discussions one topic covered was the migration plans used and lessons learned from those past projects.  
3. Other outreach activities are planned with the PSERN customer base to make sure that vehicle delivery expectations are well understood and able to be complied with.  
4. During development of the communications plan, attention was given to how outreach will be conducted to ensure success.
5. The project is working early with the Office of Labor Relations and the Human Resources Department to ensure that all labor management issues are bargained well in advance to avoid delays due to labor disputes.
6. The Project has convened a user’s group to help the Project with the migration. 


Risk Heat Map located on the following page



	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	

	
	3
	
	X
	
	
	

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence




	Risk Category: Project Schedule

	Risk Title: ILA’s not completed and agreed to on schedule
	Risk ID number: 15

	Owner: Project Manager
	Original Date: 11/18/2014
	Revised Date: 5/19/2015



Description of Risk:  
The Interlocal Agreements required to build and operate the new PSERN will not be ready in time for a July 2015 issuance of Notice To Proceed to the System Vendor.

Statement of Cause:
There are 12 governments involved with the writing of the ILA’s.  Each of the interested parties needs and interests must be addressed.

Consequences if Risk is realized:
· If the implementation ILA is not completed, the ability to use the Land Mobile Radio as well as Microwave spectrum will be in jeopardy, therefore delaying the project design schedule and implementation.  

Mitigation:
1. King County will take the lead in drafting the 1st ILA covering the construction and implementation of the Project.   
2. Seattle will take the lead in drafting the 2nd ILA covering the governance and operations of the new PSERN entity.  
3. Ongoing discussions and updates with EPSCA, Valleycom and Seattle representatives.

	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	

	
	3
	
	
	
	X
	

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence




	Risk Category: Project Schedule- MITIGATED

	Risk Title: Fire Districts or Fire Commissioners oppose interlocal agreements 
	Risk ID number: 16

	Owner: Project Manager
	Original Date: 11/18/2014
	Revised Date: 3/15/2015



Description of Risk:  
Fire Districts may oppose the Interlocal Agreements. 

Statement of Cause:
The Fire Districts are concerned that the PSERN Levy Lid Lift will result in their revenues being lowered because of suppression.

Consequences if Risk is realized:
· Without the support of the Fire Districts the Ballot Measure could fail.

Mitigation:
1.  Establish an Interlocal Agreement with the Fire Districts that protects the Fire Districts from the potential impact of a Levy Lid Lift.   

Risk Retirement Justification:
· An Interlocal Agreement with the Fire Districts that protects the Fire Districts from the potential impact of a Levy Lid Lift was established and agreed upon.
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[bookmark: _Toc420997306]Resources Impact/Consequence Definitions
Given the risk is realized, what would be the magnitude of the impact on system performance?


1. Low:  Given that the risk is realized, there would be minimal or no impact.

A successful outcome is not dependent on this issue; the project goals will be met.   There would be no impact on the success of the program.

2. Minor:  Given that the risk is realized, there would be a minor performance shortfall but the same approach could be retained.

The schedule/budget objectives would be below the goal but within acceptable limits.  There would be no need to change the basic design, process, or approach.  There would be no impact on the success of the program.

3. Moderate:  Given that the risk is realized, there would be a moderate performance shortfall but workarounds would be available.

The schedule/budget would be below the goal.  The basic design, process, or approach could be retained with only minor changes, and the overall system performance would still be acceptable as a result of workarounds such as the reallocation of staff or due dates.  There would be only a limited impact on the success of the program.

4. Significant:  Given that the risk is realized, the performance would be unacceptable but workarounds would be available.

The resulting schedule/budget would be unacceptably below the goal.  The design, process, or approach would require a significant change to achieve an acceptable performance level.  Additional workarounds such as the reallocation of staff or schedule changes could also be required.  The success of the program could be jeopardized.  

5. High:  Given that the risk is realized, the performance would be unacceptable with no known workarounds.

NOTE:  The likelihood description listed previously remains unchanged.


[bookmark: _Toc305675478][bookmark: _Toc420997307]Risk Summary for the Project Resources 
	Risk ID
	Risk
	Risk to Project Resources
	Risk Assessment Score

	17
	|_|
	Availability of staff from partners.
	9

	18
	|_|
	End users do not attend training.
	12

	19
	|_|
	Impact on parallel projects.
	15

	20
	|_|
	Loss of focus due to project duration.
	9



Legend:
|_|	Combined Risk Assessment Score is <7
|_|	Combined Risk Score is between 7 and 13
|_|	Combined Risk Score is > 14


	Risk Category: Project Resources

	Risk Title: Availability of staff from partners
	Risk ID number: 17

	Owner: Project Manager
	Original Date: 5/21/14
	Revised Date: 5/19/2015



Description of Risk:   
The Project will require staff time from the current system owners periodically for site access as well as technical and operational issues.  If staff is unavailable then some commitments the Project has may not be met in a timely way.  

Statement of Cause:
There are many reasons why staff may be available on only a limited basis or not at all.  This could include competing priorities with their home agencies, service outages with the legacy system, poor planning, illness, retirements or job vacancies and a lack of communication of project needs.  

Consequences if Risk is realized:
· Radio facility upgrades as well as electronic equipment installation deadlines could be missed.

Mitigation:
1. Hire additional dedicated temporary staff.
2. Alert partners to staffing issues in advance.
3. Maintain and agree to a realistic schedule with system partners.
4. Ensure that needs are completely and properly communicated to the partners in a timely manner and that they have been acknowledged by the partners. Form Resource Sharing Agreements with the Partners as needed.
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	Risk Category: Project Resources

	Risk Title: End users do not attend training
	Risk ID number: 18

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:   
The new PSERN will provide new options and features, potentially including encryption, Over the Air Rekeying, Over the Air Programming, additional talkgroups and resources, location services as well as operational enhancements.   End users and maintenance staff will not be familiar with the new system’s features and functionalities and will, therefore, require training.  If they are unable or unwilling to make the training as scheduled, they will not have the requisite knowledge to fully operate and use the PSERN. 

Statement of Cause:
Causes ae varied, including: management’s lack of support for training for their staff; locations or times for classes are not convenient; work schedules do not allow time for training classes or on-line courses; prerequisite knowledge is not adequate for complete understanding of the training material; and, training dates are not clear to trainees and their management.    

Consequences if Risk is realized:
· End user safety could be at risk. 
· End users are frustrated or unhappy with the performance of the PSERN.
· Perceptions that the system does not work or is difficult to use can skew how well the system is accepted and thereby how the project is viewed.

Mitigation:
1. Develop Training plans that take into account the numerous factors of why users do not attend training.
2. Make training available at times trainees are able to attend and that complement their “normal” work schedule.  Provide the training schedule with much advance notice.  Reserve some training sessions for a “Catch All” for the last few attendees.
3. Add onsite training where ever possible.
4. Use a train the trainer approach so that trainers can be more effective within their organizations.
5. Ensure that training plans are developed with the consent and agreement of the agencies that will require training. Encourage collaboration between agencies for common training.
6. Use the system vendor to perform outreach activities to gather training requirements and hold them responsible for meeting training deliverable requirements as described in the contract statement of work. 
7. Communicate clear expectations regarding training sessions, dates, times and locations with all agencies effected by training.  
8. Work with the system vendor to ensure that minimum skill sets are identified to ensure that staff has the requisite knowledge from which to be trained and to also ensure that course materials are adequate for the intended audience.
9. Emphasize the connection between adequate skill levels and opportunities to work on PSERN operations and maintenance.


Risk Heat Map located on the following page
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	Risk Category: Project Resources

	Risk Title: Impact of parallel projects
	Risk ID number: 19

	Owner: Project Director
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:   
Other current radio system projects could be in progress that conflict with PSERN.

Statement of Cause:
A number of different subsystems are integrated into the current radio system.   For example, the North and South Loop Microwave backhaul systems, the MCC7500 and CentraCom Gold Elite console platforms, as well as the radio sites and management equipment.  Any new or ongoing projects within these portions of the network could impact the project.  This issue would principally be caused by poor communication or lack of management support for PSERN.

Consequences if Risk is realized:
· Parallel projects could create significant dependencies or cause interruption of resources for the Project. 
· Could create delays or negative impacts once the project begins its implementation. 
· If not sequenced properly, additional time may be required for rework, resulting in lost time and productivity.

Mitigation:
1. Gaining executive and key stakeholder’s support for the recommended project approach, plan and schedule.
2. Plan the activities and ensure that all the known elements are integrated into the project plan as the schedule is critical for a successful project. 
3.  Work with partners in the development of resource planning to ensure they understand and acknowledge the need to limit work that will interfere with PSERN implementation.
4. Clear, consistent project schedules need to be articulated with all agencies involved in project activities.
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	Risk Category: Project Resources

	Risk Title: Loss of focus due to project duration
	Risk ID number: 20

	Owner: Project Manager
	Original Date: 2/7/2014
	Revised Date: 5/19/2015



Description of Risk:   
It will take an estimated 55 months to design, build out, and test the new system.  Executive and agency support may decrease or support within the user groups may diminish as the project is perceived as becoming routine.  

Statement of Cause:
Recognition of the importance and technical difficulties the project faces often declines as any extended project goes on.  Also, team members become bored or fatigued with the project.  

Consequences if Risk is realized:
· Mistakes are made. 
· The quality of system and subscriber radio cutovers is reduced.
· Project team loses its cohesiveness.
· Perception of the project or end results is damaged.

Mitigation:
1. Build in team building exercises throughout the project schedule for the express purpose of keeping the team cohesive and motivated.
2. Review the internal lessons learned every 6-12 months.  Use the lesson’s learned as a way to implement continuous project improvement.
3. Review projects that are similar in scope and size and attempt to emulate activities that were undertaken to prevent apathy and/or poor motivation.
4. Request encouragement and support from the Project Joint Board.
5. Ensure an active change management program is addressing issues related to the implementation of the project.
6. Vary the routine to keep staff and contractors fully engaged and refreshed.  Ensure that staff is taking time periodically to “recharge” and remain effective.
7. New and continuous project outreach to keep the project “Alive and Fresh” in the minds of the stakeholders.
8. 
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[bookmark: _Toc420997308][bookmark: _Toc305675479]Cost or Revenue Impact/Consequence Definitions for Project Budget 
Given the risk is realized, what would be the magnitude of the impact on cost or revenue?

1. Low:  Given that the risk is realized, there would be minimal or no budget impact.

Program cost or revenue collection is not dependent on this issue.  There would be no impact on the success of the program.

2. Minor:  Given that the risk is realized, the total budget would increase by less than 1% or revenues would decrease by 1%

The program budget would increase by up to 1% or the revenues decreased by 1%.  There would be no impact on the success of the program.

3. Moderate:  Given that the risk is realized, the total budget would increase by less than 5% or the revenues decreased by 5%.  

The program budget would increase by up to 5% or the revenues decreased by 5%.  There would be a limited impact on the success of the program.

4. Significant:  Given that the risk is realized, the total budget would increase by less than 10% or the revenues would decrease by 10%.

The program budget would increase by up to 10% or the revenues decreased by 10%.  The success of the program could be jeopardized.

5. High:  Given that the risk is realized, the total budget would increase by greater than 20% or the revenues decreased by greater than 10%.

The program budget would increase by at least 20% or revenues decreased by greater than 10%.  The success of the program would be in doubt.


NOTE:  The likelihood description listed previously remains unchanged.


[bookmark: _Toc305675480][bookmark: _Toc420997309]Risk Summary for the Project Budget 
	Risk ID
	Risk
	Risk to Project Budget
	Risk Assessment Score

	21
	|_|
	The ballot measure fails - Mitigated
	15 - Mitigated

	23
	|_|
	Assessed Property Values Could Decrease
	6




Legend:
|_|	Combined Risk Assessment Score is <7
|_|	Combined Risk Score is between 7 and 13
|_|	Combined Risk Score is > 14


	Risk Category: Project Budget - MITIGATED

	Risk Title: The ballot measure fails
	Risk ID number: 21

	Owner: Project Sponsor 
	Original Date: 2/7/2014
	Revised Date: 5/1/2015



Description of Risk:   
Without funding, the project cannot move forward.  The current April 2015 special election may be the best near term opportunity to put funding before the voters.

Statement of Cause:
· The Executive staff may not be ready to send the proposed ordinances to the Executive and then on to the Council in time for the Council to put a funding measure on the April 2015 ballot.
· The Council could put a funding measure on the ballot but the measure is rejected by voters.  This could be caused because of lack of support at several levels.  If the voters suffer from voter fatigue a ballot measure could fail.  If opposition to the measure develops a campaign to oppose the measure, it may fail.   If supporters do not perform their due diligence in analyzing and building support, a measure could also fail.
· If proponents are unable to clearly articulate the choices, a measure could also fail.

Consequences if Risk is realized:	
· If the levy were to fail, the project would be delayed and could be in serious jeopardy.  Funding for this project is not available through other means.  If funding cannot be secured through a voter passed initiative, the current system would need to be maintained for a longer period and methods to do this will need to be developed in the face of increasing risks of system degradation.

Mitigation:
1. The project is working with Executive Office staff who are experienced in working on funding measures and preparing them to be successful.   Roles and responsibilities will be made clear, and details will be tracked as a work plan is developed to ensure that the funding measure presents clear and accurate choices.  

Risk Retirement Justification: 
· The ballot measure was successful
	Likelihood
	5
	
	
	
	
	

	
	4
	
	
	
	
	

	
	3
	
	
	
	
	X

	
	2
	
	
	
	
	

	
	1
	
	
	
	
	

	
	
	1
	2
	3
	4
	5

	
	Consequence





	Risk Category: Project Budget

	Risk Title: Assessed property values could decrease
	Risk ID number: 23

	Owner: Project Director
	Original Date: 5/1/2015
	Revised Date: 5/19/2015



Description of Risk:   
The PSERN Project is funded by a property tax that is limited to $0.07 per thousand of assessed value and projected to raise $273 Million in revenue.  .  

Statement of Cause:
The PSERN Levy Ordinance is a property tax that is limited to $0.07 per thousand of assessed value.  If property values were to fall, revenues could potentially fall.   There is no method to make up the difference.

Consequences if Risk is realized:
· The Project may not be able to collect the full $273 Million needed to sufficiently fund the Project
· The Project Scope and Budget would need to be adjusted to meet the funding shortfall.

Mitigation:
1. Monitoring of assessed property values.
2. Ongoing consultations with King County Office of Economic and Financial Analysis.
3. Minimize Project Spending to not use contingency funds that could offset funding shortfalls.
4. Potentially retire bond debt early. 
5. Reorganize the System Vendor Contract including schedule and structure. Cash flow needs could be handled by Levy revenue and not use bonds.
6. Possible use of interfund borrowing instead of bonds to lower financing expenses.
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The Summary Risk Rating Heat Map is intended to provide a quick reference as the status all risks.  Each monitored risk has been placed in the appropriate classification in Table 1-1 below.  Risks that appear with white numbering have been fully mitigated, completed or designated as accepted.  This chart will be updated during quarterly Risk Management program reviews. 
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Legend:
|_|	Combined Risk Assessment Score is <7
|_|	Combined Risk Score is between 7 and 13
|_|	Combined Risk Score is > 15
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	Risk Category: Project Schedule- MITIGATED

	Risk Title: Fire Districts or Fire Commissioners oppose Interlocal Agreements 
	Risk ID number: 16

	Owner: Project Manager
	Original Date: 11/18/2014
	Revised Date: 3/15/2015



Description of Risk:  
Fire Districts may oppose the Interlocal Agreements. 

Statement of Cause:
The Fire Districts are concerned that the PSERN Levy Lid Lift will result in their revenues being lowered because of suppression.

Consequences if Risk is realized:
· Without the support of the Fire Districts the Ballot Measure could fail.

Mitigation:
1.  Establish an Interlocal Agreement with the Fire Districts that protects the Fire Districts from the potential impact of a Levy Lid Lift.   

Risk Retirement Justification:
· An Interlocal Agreement with the Fire Districts that protects the Fire Districts from the potential impact of a Levy Lid Lift was established and agreed upon.
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	Risk Category: Project budget - MITIGATED

	Risk Title: The ballot measure fails
	Risk ID number: 21

	Owner: Project Sponsor 
	Original Date: 2/7/2014
	Revised Date: 5/1/2015



Description of Risk:   
Without funding, the project cannot move forward.  The current April 2015 special election may be the best near term opportunity to put funding before the voters.

Statement of Cause:
· The Executive staff may not be ready to send the proposed ordinances to the Executive and then on to the Council in time for the Council to put a funding measure on the April 2015 ballot.
· The Council could put a funding measure on the ballot but the measure is rejected by voters.  This could be caused because of lack of support at several levels.  If the voters suffer from voter fatigue a ballot measure could fail.  If opposition to the measure develops a campaign to oppose the measure, it may fail.   If supporters do not perform their due diligence in analyzing and building support, a measure could also fail.
· If proponents are unable to clearly articulate the choices, a measure could also fail.

Consequences if Risk is realized:	
· If the levy were to fail, the project would be delayed and could be in serious jeopardy.  Funding for this project is not available through other means.  If funding cannot be secured through a voter passed initiative, the current system would need to be maintained for a longer period and methods to do this will need to be developed in the face of increasing risks of system degradation.

Mitigation:
2. The project is working with Executive Office staff who are experienced in working on funding measures and preparing them to be successful.   Roles and responsibilities will be made clear, and details will be tracked as a work plan is developed to ensure that the funding measure presents clear and accurate choices.  

Risk Retirement Justification: 
· The ballot measure was successful
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Appendix 2 – Example Risk Management Assessment Profile Report for the PSERN Joint Board

	Rank
	Trend
	Risk ID#
	Approach
	Risk Title

	1
	
	13
	M
	Site development delays

	2
	
	19
	W
	Impact of parallel projects

	3
	
	16
	M
	Fire Districts or Fire Commissioners oppose Interlocal Agreements

	4
	N/A
	21
	C
	The ballot measure fails

	5
	
	10
	W
	Undefined roles and responsibilities for partners, staff and vendors

	6
	
	15
	M
	ILA’s not completed and agreed to on schedule

	7
	
	18
	W
	End users do not attend training

	8
	
	9
	M
	Project will not be socialized correctly

	9
	
	11
	W
	Lack of agreement between system owners

	10
	
	12
	M
	Project implementation my take longer than planned for

	11
	
	17
	W
	Availability of staff from partners

	12
	
	20
	W
	Loss of focus due to project duration

	13
	
	24
	W
	Transition to digital radio may be difficult for users 

	14
	
	2
	W
	FCC licensing and spectrum issues

	15
	
	4
	W
	Incorrect subscriber configurations

	16
	
	6
	W
	Physical security for portable subscriber equipment and accessories prior to deployment

	17
	
	7
	W
	Poorly defined testing and acceptance criteria

	18
	
	22
	W
	Local opposition to siting of towers

	19
	
	1
	W
	Design and RFP assumptions were wrong

	20
	
	23
	W
	Assessed property values could decrease

	21
	
	5
	W
	Levels of technical complexity significantly higher than those in past projects

	22
	
	14
	W
	User migration to the new system may be more complicated than planned

	23
	
	8
	W
	Potential for excessive design changes

	24
	
	3
	W
	Fiber Optic Backhaul is not available

	25
	TBD
	TBD
	
	TBD

	26
	TBD
	TBD
	
	TBD

	27
	TBD
	TBD
	
	TBD

	28
	TBD
	TBD
	
	TBD

	29
	TBD
	TBD
	
	TBD

	30
	TBD
	TND
	
	TBD



	Criticality
	Trend
	Approach

	HighHigh

Med
Low
	Decreasing (Improving)
	  M - Mitigate
  W - Watch
  A - Accept
  R – Research
  C – Closed

	
	Increasing (Worsening)
	

	
	Unchanged
	

	
	New since last report
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