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April 8, 2016
The Honorable Joe McDermott
Chair, King County Council

Room 1200

C O U R T H O U S E

Dear Councilmember McDermott:
King County Ordinance 17941, Section 129, as amended by Ordinance 18189, Section 6, Proviso P12 requested that the County Executive transmit a report regarding protecting county constituent personal information upon implementation of the county’s constituent engagement service.  This letter transmits a motion to approve that report. 
King County is already in possession of a vast amount of Personally Identifiable Information (PII) pertaining to King County residents. This possession imposes a responsibility upon King County departments and agencies to adequately protect PII. Protecting the information does not prohibit responsiveness to public disclosure requests but rather it prevents unauthorized access, modification and/or destruction.

King County’s Information Privacy Policy and Privacy Notice were developed in 2004 and updated in 2010 with collaboration from representatives of all county departments and agencies. These documents provide a context for the management of information privacy across King County and outline the principles that county departments and agencies should follow to ensure PII remains protected.
The attached report, “Personal Information and Privacy within King County Government”, summarizes King County’s Information Privacy Policy and Privacy Notice and provides guidance related to protecting the privacy and Personally Identifiable Information of King County residents. This report offers the following recommendations for improving these protections:

· Revise the King County code with improved definitions and clarity for the terms “personal data”, “personal identifying data”, and “information privacy” to align with the National Institute of Standards and Technology
· Update the King County Information Privacy Policy and Privacy Notice with definitions that align with the National Institute of Standards and Technology and a structure that follows the Organization for Economic Cooperation and Development privacy principles

· Publish a Privacy Guide to help county residents and employees understand how to protect the privacy of personal information in a digital environment

· Provide training and education to residents and employees on the concept of privacy and personally identifiable information

· Inventory personally identifiable information in each department and agency and evaluate if it is properly protected
This report was prepared by the King County Information Security and Privacy Office, with input from a number of other contributors within King County Information Technology and the Prosecuting Attorney’s Office.  It required an estimated 200 staff hours to produce this report, costing approximately $13,500.

Thank you for your consideration of this motion to accept this report. Acceptance of this motion and the proposed recommendations within the report furthers King County’s strategic goal of efficient, accountable regional and local government.
If you have any questions, please feel free to contact Ralph Johnson, Chief Information Security and Privacy Officer, at 206-263-7891.
Sincerely,

Dow Constantine

King County Executive
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ATTN:  Carolyn Busch, Chief of Staff




  Anne Noris, Clerk of the Council


Carrie S. Cihak, Chief of Policy Development, King County Executive Office


Dwight Dively, Director, Office of Performance, Strategy and Budget


Bill Kehoe, Chief Information Officer, King County Information Technology (KCIT)

Ralph Johnson, Chief Information Security and Privacy Officer, KCIT
