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February 11, 2009
The Honorable Dow Constantine
Chair, King County Council

Room 1200

C O U R T H O U S E

Dear Councilmember Constantine:

On June 5, 2006, the King County Council approved Motion 12299 that established county policy on certain elections issues and requested the Executive to perform specific actions related to elections processes and facilities and established timelines for Executive and County Council actions.  Motion 12299 also requested the Executive transmit to the County Council a security plan in 2006 that addresses security related to facilities, personnel, electronic systems, and ballots.  This requested plan was submitted in November 2006.  We are now transmitting an updated security plan to reflect enhanced security measures enacted or established since then to further enhanced the physical security of ballots.  Enclosed please find the updated 2009 Elections Security Plan dated January 21, 2009, and a motion to approve the plan.
Meeting the policy requirements of Motion 12299 has not stopped the King County Elections Division from continuing an ongoing review of their Security Plan to determine which new procedures and safeguards are required to better screen against security threats and enhance ballot security. 
Since 2006, the most significant security enhancement made was the consolidation of election offices to one central location located in Renton.  The 94,000 square foot building offers many physical security measures including 59 security cameras, a silent alarm system, and highly secured, access-controlled areas.  The Elections Division staff and I are grateful for the council’s committed investment in improving how elections are conducted in this county and I believe this updated Security Plan outlines the features in place in one of the most secured elections facilities in the nation.
The enclosed Elections Security Plan addresses security in relation to facilities, personnel, electronic systems and ballots as requested by the council.  This Plan’s focus is on the policies and higher level processes and procedures that are needed to ensure a secure election environment.  The key point made by the plan is that effective security does not rely on a single process, feature, or policy.  Rather, effective security requires a number of interrelated processes, systems, and policies that complement and build on each other.  The systems, process and policies that comprise layers of security for King County Elections are represented in the illustration below.
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These multiple layers of security systems, processes and/or procedures ensure that elections are not inappropriately influenced.  External stakeholders such as the media, party observers, King County Election’s oversight groups, the Office of the Secretary of State, and the public provide transparency and are integral to the detection of problems with the elections process.  The physical and personnel security measures that have been implemented ensure that only authorized individuals are allowed access to critical election spaces, materials, technical 
systems, and ballots.  King County Elections staff and volunteers are trained in elections processes and procedures designed to ensure the security and integrity of the election process.  These elections processes are audited and reviewed throughout with many checkpoints for accuracy.  This layered approach ensures that if one or even two layers are compromised, bypassed or proven ineffective, the security and integrity of the election process is still preserved.
The contents of this Plan are structured to parallel the four layers of security shown in the previous illustration:

1.  Open and transparent elections environment;

2.  Physical and personnel security;

3.  Legal and procedural security; and

4.  Technical and systems security.
The combination of these four security layers result in an elections system that is more secure and more accountable than any time in the history of elections in King County.
To preserve the integrity of the process, election administration demands openness and transparency.  In King County, this is achieved through: building infrastructure design and access, meeting all requirements for official observers, documenting policies and procedures, fulfilling public disclosure requests, providing appropriate media access, and developing and staffing oversight functions.
The first line of defense against unauthorized access, tampering with elections results, or other illicit activity is physical and personnel security.  The plan includes measures addressing physical security including: access control, key control, uniformed security presence, video surveillance, secure wiring and data communications equipment closets, and secure storage of Accessible Voting Units (AVUs), Optical Scan (OS) Voting Devices and Servers and Electronic Media.

Personnel security is covered by this plan to ensure employees, volunteers and observers working in elections practice a high level of security and do not inappropriately influence or impact results.  Ensuring that King County Elections personnel practice a high level of security starts with selecting highly trustworthy individuals for these positions and, through additional layers of checks and balances, ensures that they do not have the opportunity or inclination to create harm to the process.  Personnel security involves:  access, background checks and dedicated recruiting for qualified temporary employees, training, testing limiting access, and providing escorts as necessary to sensitive areas, including computer equipment rooms, ballot storage areas, and tabulation areas.
The Legal and Procedural Security measures coupled with the Technical and System Security measures protect against potential threats to election security and other impacts that might create disruption in the process.  This plan demonstrates that King County Elections has put in place several important safeguards and procedures to ensure every vote is accurately cast, recorded, and tabulated.  The following is a summary of these safeguards and procedures:

Multiple Testing, certification, and quality checks for King County’s Voting System:  King County Elections is restricted to using voting systems, equipment and software certified through the Washington’s Secretary of State's Office.  Once the equipment is certified by State and Federal agencies, King County Elections conducts further quality checks through strict procedural acceptance testing of voting equipment.
Automatic auditing of paper records:  Washington State law requires every accessible voting unit contain a voter verified paper audit trail (VVPAT).  This VVPAT is kept in a secure location and is only opened by King County election officials for auditing purposes or in the event of a recount.  Random audits are done to catch fraud or mistakes in the vote totals.  The audited machines are randomly selected by political party observers and the entire auditing process and all auditing procedures are open to the public and party observers.  Audits since the equipment was implemented in the May 2006 special election and each subsequent election comparing the electronic results to the voter verifiable paper audit trail were 100 percent accurate.

Ban on wireless components on all voting machines:  Accessible voting units in King County have no wireless components.  The units are not networked to each other, nor are they ever connected to the Internet or an intranet.  King County results are manually uploaded, rather than being sent in by modem, to enhance security.
Local control and video surveillance of the ballot layout and programming process:
Members of King County Election’s staff are responsible for ballot layout and the programming for all elections administered in King County.  The process takes place in the county elections office under camera surveillance with controlled and tracked access.  The “live election database” used for cumulating results and certifying the election is created by and under control of King County elections staff at all times.
Effective procedures for addressing evidence of fraud or error:  In the event of evidence of fraud or a malfunction, Washington State Law requires that a report detailing the facts and circumstance(s) be made to the county canvassing board.

Stand-alone server architecture:  Stand-alone computer servers are used to host the ballot tabulation and building program used by King County.  They are not connected to an intranet or the Internet.  The servers are stored in secure, access controlled rooms and/or cages.  Logging into the servers and ballot programming requires dual passwords and two authorized staff once the logic and accuracy tests have been performed and until certification of the Election.

HASH code-tested software:  To ensure that King County uses the exact same programming code tested by the Independent Testing Authorities and certified by the federal government.  The software programming code provided to King County by the vendor has been proven to be exactly the same as the programming code deposited in the National Institute of Science and Technology Software Library.

Procedural checks for logic and accuracy:  Before every election, the entire vote tabulation system, including each accessible voting unit, undergoes rigorous logic and accuracy testing.  The process checks that each machine properly records, counts, and tabulates results correctly.  The tabulation system and each voting machine must pass logic and accuracy testing before it is set for the election, and then the election database is sealed and the memory card for each unit is sealed in the unit to prevent tampering.  Elections staff maintain an extensive audit trail of this process, including detailed checklists.

Secured ballot storage:  All electronic media storage used in accessible voting units is tracked and accounted for in the same way paper ballots are handled, throughout the entire elections process.  Voted ballots are stored in secure, restricted, electronic access controlled cages with video surveillance on a 24/7 basis.  Numbered, unprinted ballot stock is stored in locked storage cabinets, and un-voted printed ballots are stored physically separate from voted ballots in a dedicated, secure, restricted, and electronically controlled un-voted ballot cage.

Encrypted election-specific codes:  The tabulation system for the accessible voting units utilizes a Key Card Tool encryption program that sets an encrypted code that is required for any voter card, supervisor card, or memory card to be used in a device.  The code is changed prior to each election by King County staff.  This encryption protects against memory and voter access cards from previous elections or from outside the King County election environment being used in a current election.

Backup memory storage on Accessible Voting Units:  The ballot selections made by voters are stored in three locations: 
1.  In a printed version on the voter verified paper audit trail;

2.  In flash memory within the accessible voting unit tablet; and
3.  On an internal memory card stored and secured with a tamper-evident seal within

     the voting device.
The electronic results are encrypted in both the flash memory and on the memory card.  In the event of a recount, the paper ballot (or VVPAT) becomes the official ballot.
The detailed security layers, the check and balances, and other security measures listed above and in more detail within the plan, provide significant barriers to unauthorized access to election systems.  Continued focus by King County Elections on security issues and new technology will serve to enhance public confidence in the elections process.  I look forward to the council’s review and approval of this updated Elections Security Plan.
If you have any questions regarding this document, please contact Sherril Huff, Director of the Elections Division, at 206-296-1540.

Sincerely,

Ron Sims

King County Executive

Enclosures
cc:
King County Councilmembers
ATTN:  Tom Bristow, Interim Chief of Staff



  Saroja Reddy, Policy Staff Director



  Anne Noris, Clerk of the Council
  Frank Abe, Communications Director

Bob Cowan, Director, Office of Management and Budget

James J. Buck, County Administrative Officer, Department of Executive 
    Services (DES)


Sherril Huff, Director, Elections Division, DES
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