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Metropolitan King County Council
Government Accountability and Oversight Committee

STAFF REPORT

	Agenda Item:
	7
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	Katherine Cortes
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	2015-0361
	Date:
	October 13, 2015



SUBJECT

Motion 2015-0361 would approve a five-year Technology Strategic Plan for the Department of Elections, articulating a framework for specific technology investments to ensure the effective and efficient administration of elections and to achieve public engagement goals for the department.

SUMMARY

Elections transmitted a five-year Technology Strategic Plan in response to a proviso in the 2015-2016 adopted budget. The plan identifies key technology projects anticipated in approximately 2015-2019, ranging from the ongoing Elections Management System and upcoming ballot tabulation system replacements, to online ballot marking expansion and ballot reconciliation upgrades, to website enhancements and workstation replacements. It provides some contextual information about a vision and value structure for these projects and limited exploration of industry standards and options, as well as limited discussion of policy decisions implicit in technology choices. Staff have identified a number of topics on which the Council may wish to receive further investigation or explanation from Elections.

BACKGROUND 

During the 2015-2016 budget process, Elections requested, and the Council approved, $468,000 in capital funding to implement a new Elections Management System (EMS), one of the two largest and most critical technology systems supporting the department’s functions. (The EMS holds voter registration and voter history information, as well as information regarding candidates, election measures, and election results.) During the budget process, Elections indicated there would likely be additional technology projects, including the replacement of the ballot tabulation system (the other most critical elections technology system), over the next five years. To ensure that Council received timely information as to the framework for and timing of Elections’ technology decisions going forward, the 2015-2016 adopted budget for King County included the following proviso:[footnoteRef:1] [1:  Ordinance 17941, Section 34, Proviso 1] 


Of this appropriation, $500,000 shall not be expended or encumbered until the director of elections transmits a five-year strategic technology plan for the department of elections and a motion that approves the plan and the motion is passed by the council.  The motion shall reference the subject matter, the proviso's ordinance, ordinance section and proviso number in both the title and body of the motion.

The plan shall include, but not be limited to, a description of anticipated major system replacements, as well as new technology projects for 2015 through 2019, with the following elements specified for each proposed project:

A. Business purpose and functions of system or project;
B. Anticipated cost, including staff and other resource commitments needed;
C. Anticipated business benefits;
D. Overall schedule and implementation target date; and
E. Ongoing operating costs, compared with current, and staffing requirements.

The director of elections must file the plan and motion required by this proviso by September 1, 2015, in the form of a paper original and an electronic copy with the clerk of the council, who shall retain the original and provide an electronic copy to all councilmembers, the council chief of staff, the policy staff director and the lead staff for the committee of the whole or its successor and the citizens' elections oversight committee.

Elections transmitted a report entitled King County Elections Strategic Technology Plan 2014-2018, responding to this proviso, to meet the September 1 deadline.  

SUMMARY OF PLAN

The proviso report identifies anticipated technology projects and investments over approximately the next five years, and endeavors to organize them according to King County and Elections Strategic Plan values and technology objectives. The Strategic Plan values cited in the report are:

· Financial Stewardship,
· Service Excellence, and 
· Public Engagement. 

The technology objectives are Mobility, Increasing Service Applications, Systems Sustainability, and Secure Systems. 

Key technology projects covered in the report range from the ongoing EMS and upcoming ballot tabulation system replacements, to online ballot marking expansion and ballot reconciliation upgrades, to website enhancements and workstation replacements.

The table below provides a brief description of each technology initiative outlined in the report. 



	Item/Project 
	Anticipated business benefits 
	Anticipated Cost 
	Timeline

	Election Management System Replace-ment
	Lower operating cost; reduced need for workarounds and side systems; alignment with other WA counties for increase in efficiencies.
	Implementation cost: $285,000 - covered in 2015-2016 budget. Ongoing operating cost: net decrease of $68,000 per biennium.
	New system “go live” date: 12/7/15. Final acceptance: 5/31/16.

	Tabulation System Replacement
	End of lifespan; responsible planning for replacement system; increasing bandwidth 
	$3.0 - 3.5 million acquisition cost. Ongoing operating cost: no anticipated incremental cost.
	Initial research (including an RFI) in 2016 with a potential 2017-18 budget request.

	Online Ballot Marking Program
	Sustaining opportunities for Military and Overseas voters; possible expansion of online ballot delivery to all voters
	Current operating costs are funded by federal grant (set to expire 12/31/2018). Ongoing operating cost is $25,000/yr.
	Current system development/maintenance 

	Automated Signature Verification (ASV)
	Increased processing speed; increased election night results; lower costs by reducing dependence on use of short-term temporary workers
	Anticipated cost unknown at this point
	[bookmark: _GoBack]Dependent on legislative changes; next opportunity for research in 2017.

	Ballot reconciliation:
· Quality Assurance Application
· Batch Tracker
	Sustain and grow our ability to prevent ballot discrepancies.
	No incremental costs anticipated.
	Application development work will go live with new EMS on 12/7/15; maintenance is ongoing

	Geographic Information Systems (GIS)
	Improved accuracy and efficiency while improving voter access through new applications. 
	Centrally budgeted
	GIS maintenance of operations and development of new applications is ongoing

	Online Service Enhancements
· Candidate Filing/Voters’ Pamphlet submissions
· Provisional ballots
· Ballot Return Statistics
· Election Results Resource Center
· My Voter Profile (MVP)
· Voter education & outreach
	Increase voter access to available elections data streamlining elections web applications to central points of contact and accessibility. Updating aging web applications with newly developed applications or modified and advanced updates. 
	No anticipated incremental cost; No incremental ongoing operating costs anticipated; existing FTE Application Developers
	Voter education/ outreach enhancements will go live 12/2015; other application development work ongoing from 2015 through 2017; maintenance is ongoing. 

	Hardware/Software/Systems replacement, upgrades, maintenance
	Faster processing and decreased issues with maintenance and performance 
	$450,000 - 500,000 in acquisition cost. Ongoing support costs absorbed in operating budget.
	Phased approach; planned replacement starting in 2017.

	Enterprise Solutions:
· SharePoint
· Lync (Call Center Solution)
· CRM

	Leverage existing enterprise solutions for internal collaboration and Call Center management 
	Centrally budgeted
	SharePoint development is ongoing; Lync is dependent on KCIT service solution. Limited rollout of CRM scheduled by year end 2015.



ANALYSIS

The transmitted report is the department’s first effort at establishing and documenting a multi-year technology framework. The report includes limited exploration and analysis with respect to industry standards and options implemented in other jurisdictions, as well as with respect to policy decisions implicit in technology choices. 

The report title refers to the years 2014-2018, instead of 2015-2019 as specified in the proviso, with little allusion to potential activities or requests beyond the 2017-2018 budget cycle. The plan might be strengthened by alignment to the four-year elections cycle, specifically anticipating systems or strategies to be put in place in preparation for the 2020 Presidential election year.

Council staff further identified a number of topics on which the Council may wish to receive further investigation or explanation from Elections. While responsive to the specific components requested in the proviso, the transmitted plan does not provide extensive contextual information (such as current and emerging industry practices, alignment with countywide technology direction, and anticipated risks and mitigation strategies) that could underpin project decisions and guide priorities and resource allocation for Elections technology projects. Several of the technology initiatives described in the transmitted plan presume strategic direction, such as the expansion of online voting, without examining the implicit assumptions and values in these choices. Additionally, the plan offers no detail as to opportunities for Council to hear about and provide feedback on initiatives at an early stage.

These information gaps and potential issues are enumerated below. Options for Council to address these gaps and assumptions in the transmitted Technology Strategic Plan are provided at the end of the staff report. 

1) Online Voting 
As part of its five-year Technology Strategic Plan, Elections anticipates the possibility of expanding its online ballot marking program (online voting) beyond the military and overseas voters it currently serves. The plan identifies online voting as a “probable” future direction for elections as an industry, and cites Honolulu County’s 2009 online voting pilot as a closely-watched example. Expanding online voting would involve policy choices such as convenience and accessibility, cost savings or impacts, security concerns, and potential equity (disparate access to technology among voters) issues, among others. Contextual information not provided in the transmitted plan includes the current state of online voting technology, emerging options, and policy pros and cons in choosing to offer online voting. 

Issue for further investigation:
How should Elections approach the issue of online voting expansion?

2) Funding 
Elections has identified 12 technology projects in their five-year Technology Strategic Plan with anticipated costs ranging from $0 to $3.5M each. The plan did not identify a funding mechanism for a majority of the projects, or offer clarity about the timing of funding need across the projects.. Questions for further investigation include whether the anticipated project funding level represents maintenance of effort, reduction, or increase; what would be viable funding sources and strategies (for example, financing) for all proposed technology projects in the plan; and likely impacts on the General Fund, including the timing of anticipated expenditure.  

Issue for further investigation: 
What funding resources are needed, available and anticipated to support strategic technology choices for King County Elections?


3) Technology Governance  
According to the plan, Elections is expanding its project decision-making process by forming a Technology Governance team comprised of department operational and technical services staff. The team will evaluate potential projects by conducting a needs and security assessment and a cost benefit analysis. The team will also develop recommendations for the Elections Leadership team for further development and stakeholder input from Council, KCIT and PSB. The plan does not specify a role for the Citizens’ Elections Oversight Committee, nor does it identify how the governance team might be informed by subject matter experts in operations, technical services, finance and policy, or analyze whether KCIT or other County staff outside Elections should participate directly on the team. While the plan specifies targets for implementation of some projects, it lacks a timeline for decisions and actions through the 2020 Presidential election, including dates for reports to the Council or its proxy and opportunities for the Council to provide direction. 

Issue for further investigation: 
When must key Elections technology decisions be made in the next five years, and how can governance of these decisions best be informed by County leadership?

4) System Security 
Elections has established the objective that “all systems meet and exceed county, state and federal election security requirements.” As a function of Elections’ role in ensuring voter privacy and vote integrity, elections systems require a high level of security and access control. Security needs and requirements may vary across new platforms and access points. The transmitted plan does not include discussion of how these risks and variables will be assessed and addressed, or how appropriate security measurements above and beyond statutory regulations might be taken. Topics that may warrant further explanation include how the department will gauge the security level of new and replacement systems or system components, how security factors into decisions among technology systems,  what post-election audit procedures are needed to ensure the accuracy of election results and how Elections would respond to emergent threats or attacks on systems.
Issue for further investigation: 
How is Elections ensuring the security of elections systems and results?

5) Technology Planning Risks 
The plan cites the “relative lack of [elections] systems on the market and the framework of legislative and regulatory requirements placed on the solutions that do exist” as a key risk factor for elections technology planning and investment. Elections must wait for certification of new systems by both the federal and state governments, which sometimes lag behind current technology standards and capacities. The plan does not provide detail on likely impacts from the various types of risk (few vendors, outdated technologies, variations in capacity and need across the four-year elections cycle),  address the magnitude of the risks across different projects, or identify any specific strategies that Elections can take to mitigate these risks. Planning efforts would benefit from exploration of the risk mitigation or reduction strategies Elections will take to address the specific challenges (including risks posed by continued use of older, certified technology tools or systems).  

Issue for further investigation: 
How is Elections addressing risk due to limited number of certified elections technology systems?

6) Language Diversity 
The plan acknowledges the increasing linguistic diversity of King County’s voters, but provides limited suggestions as to how technology might be used to better serve speakers of other languages, especially those with limited English proficiency. Remaining questions include how Election would identify technology-supported translation and outreach strategies for elections in use across local, state or other governments, along with risks or challenges to the use of such technology. Further, the plan provides no information on the language capacities or limitations of current and anticipated elections systems, i.e. whether these systems will support communications in the full range of languages that King County voters and potential voters may need over the expected lifetime of the systems. 

Issue for further investigation:
How will Elections use technology to respond to language diversity?

7) System Consolidation 
The Elections Strategic Technology Plan indicates that there is currently a push to standardize and consolidate elections systems at the national and state level, with implementation of a statewide or national voter registration system anticipated by 2035. Elections notes that they are taking steps to modernize and upgrade their systems to respond to this vision of the future state of election administration. Council may wish for  Elections to expand the discussion in the strategic technology plan to identify the risks and benefits of systems consolidation (including cost implications) and whether participation in shared systems will be discretionary or required, and to provide information on the specific steps and decisions being taken to align with this future state.

Issue for further investigation:
Should Elections anticipate state or national systems consolidation, and how should they prepare for this within their technology strategies?

8) Virtual Server (the Cloud) 
King County Information Technology (KCIT) policy direction is to transition the County’s data storage from physical servers to virtual servers or “the cloud.” The Elections Technology Strategic Plan does not address how the department will comply with this direction and any implications specific to Elections operations. Further, the plan does not identify the implications of transitioning to a cloud environment in maintaining vote security and integrity and voter privacy, or propose strategies to mitigate the impacts. 

Issue for further investigation:
How will the virtual server (cloud) environment impact the security of voter registration?




NEXT STEPS

Council could pursue a number of different options with respect to the issues identified above elections technology. As shown below, these range from accepting the Elections Strategic Technology Plan as transmitted to providing direction to acquire information not included in the transmitted plan that could support a stronger framework for specific decisions about elections technology that will be needed over the next five years.  

Option 1) Accept the Elections Strategic Technology Plan as transmitted with Proposed Motion 2015-0361.

Option 2) Direct Elections to revise the Elections Strategic Technology Plan to respond to outstanding issues identified by Council. 

Option 3) Develop legislation to request supplemental planning or reporting to address outstanding issues of the Elections Strategic Technology Plan.

Option 4) Develop an additional budget proviso to request supplemental planning or reporting to address outstanding issues of the Elections Strategic Technology Plan.


ATTACHMENTS

1. Proposed Motion 2015-0361 (and its attachments)
2. Transmittal Letter

INVITED

1. Sherril Huff, Director, Department of Elections
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