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SUBJECT

A motion approving written identity theft prevention programs for the Department of Natural Resources and Parks and the Seattle-King County Department of Public Health in compliance with sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 2003, an amendment to the Fair Reporting Act, and the Red Flags Rule adopted by the Federal Trade Commission; and the enterprise, employee and third party information security, and information privacy policies promulgated by the Office of Information Resource Management (OIRM).
COMMITTEE ACTION
On December 7th, 2010 the GAO Committee passed out of committee Substitute Motion 2010-0575 with a do pass recommendation with 4 “ayes” and none opposed. The adopted amendment removes Attachment E (Information Privacy Policy) from Proposed Motion 2010-0575 and states the Council’s intent to consider an Information Privacy Policy in 2011.

SUMMARY
The FTC’s “Red Flag” Rule requires certain entities, financial institutions and creditors,  to develop and implement written identity theft prevention programs to help identify, detect, and respond to patterns, practices, or specific activities known as “red flags” that could indicate identify theft. Within King County government, Public Health and the Department of Natural Resources and Parks (DNRP) are creditors under the FTC regulations and thus required to develop “Red Flag” rules program because of the type of accounts they maintain. Proposed motion 2010-0575 adopts the policies developed by these departments as well as overall county security policy developed by OIRM.
BACKGROUND

What Are the Red Flag Rules?
The Red Flags Rules are part of the Fair and Accurate Credit Transactions (FACT) Act of 2003. Under these Rules, financial institutions and creditors with covered accounts must have identity theft prevention programs in place by December 31, 2010, to identify, detect, and respond to patterns, practices, or specific activities that could indicate identity theft. Broadly speaking, “covered accounts” are considered to be those consumer accounts maintained by the institution that involve multiple payments or transactions or where there is a reasonable risk of identity theft. Covered accounts include credit card accounts, mortgage loans, automobile loans, margin accounts, cell phone accounts, utility accounts, checking accounts, and savings accounts.
The identity theft programs are required to contain reasonable policies and procedures to: 

1. Identify relevant red flags

2. Detect red flags 
3. Prevent and mitigate identity theft, and

4. Update the program periodically

What “Covered Accounts” Exist in King County?
Based upon a review by the Finance and Business Operations Divisions with consultation by the Prosecuting Attorney’s Office, two King County departments are creditors with accounts that meet the criteria defined above for “covered accounts.” The first is the capacity charge program associated with the Wastewater Treatment Division. The second is Public Health, a health care provider that provides services to participants and allows them to pay after the service has been received. 
In accordance with the Red Flags Rule adopted by the Federal Trade Commission, DNRP and Public Health developed an identity theft program. In addition, to ensure the privacy and protection of information countywide, OIRM developed information security policies that apply countywide.
Red Flags Rule Programs Authorization
The FTC regulations require that the Red Flag Rules written programs should be adopted by the entity's "board of directors", or in this case the County Council. This motion is intended to comply with this federal requirement.
ANALYSIS

Motion 2010-0575 approves the identity theft prevention programs transmitted by the Executive for Public Health and DNRP as well as the two policies developed by OIRM. Highlights of each of the programs are below.
Attachment A: DNRP’s Identity Theft Program outlines protocols, standards, schedule, responsibilities and associated actions aimed at meeting the requirements of the Red Flag Rules. DNRP’s program identifies the Chief Financial Officer as responsible for administration of the Identity Theft Program. The DNRP policy requires division finance managers to develop division level compliance procedures if the division is responsible for any “Covered Accounts”. Attachment A includes the specific program for DNRP. It indentifies potential red flags specific to the capacity charge program. For example, a potential red flag is incomplete identifying information on a residential or non-residential sewer use certification form submitted by the local sewer agency. Appendix A also establishes procedures for detecting red flags, and procedures for preventing and mitigating identity theft in the event that any division personnel detect any red flags. Attachment A also establishes procedures the division will implement to protect customer identifying information.
Attachment B: Public Health’s Identity Theft Program—Requires all managers/supervisors to assess transactional systems and processes that contain personal identifying information that may present opportunities for identity theft and identify and potential red flags. When red flags are identified, determine actions that can be taken to eliminate or reduce identity theft. Public Health will also train employees on this policy and how to look for red flags.
OIRM Policies: The attached OIRM policies are not specifically required to be adopted by December 31, 2010, but were included in the transmittal because they address information security.
Attachment C: Employee and Third Party Policy for Information Security and Privacy Policy— This policy establishes the general information security and privacy practices related to hiring, user access to and confidentiality of King County information technology assets.
Attachment D: Enterprise Information Security Policy—This policy establishes the information technology security principles for King County.
Attachment E: OIRM’s Information Privacy Policy The Information Privacy Policy is a countywide policy intended to protect personally identifiable information maintained by the county. OIRM’s Information Privacy Policy was originally adopted by the Executive in August 2005. Minor revisions were made in 2009 and 2010. A Privacy Notice, which is based on the Information Privacy Policy, is intended for the general public and is already widely posted throughout county facilities and websites.

Much work was done throughout 2010 by the Public Records Committee (PRC) on developing policies for the protection of electronic personally identifiable information. The PRC developed a “Protected Electronic Information Policy” that is currently under review through the technology governance process. The attached Information Privacy Policy does not appear to reflect the new policies and definitions established in the draft Protected Electronic Information Policy. 
In addition, the proposed Information Privacy Policy does not precisely align with K.C.C. 2.14.030, which outlines the County’s commitment to protecting privacy. The proposed Information Privacy Policy is generally consistent with existing code, but does include differences in the specific definitions and requirements.

Therefore, the Committee may wish to amend Proposed Motion 2010-0575 to remove Attachment E and address the Information Privacy Policy in 2011 when the Council can perform a more rigorous analysis of the Information Privacy Policy for consistency with existing code and other policies under development.
COUNCIL PRIORITIES
By adopting written identity theft prevention programs, Proposed Motion 2010-0575 furthers the Council’s adopted priority to promote Trust in Government.
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