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SUBJECT

Proposed Motion 2024-0288 would adopt the King County Strategic Information Technology Plan 2024-2027. 

SUMMARY

King County Code[footnoteRef:1] requires the County's Chief Information Officer to prepare a Strategic Information Technology Plan for the County every four years and submit it to the Council for adoption by motion. Code suggests that the Plan should include a vision for the coordination of technology management and investment across the County, an assessment of current opportunities and challenges related to the County's technology efforts, and a list of technology-related objectives for the County to meet, as well as any necessary supporting information. [1:  K.C.C. 2A.380.200] 


The 2020-2023 Strategic Information Technology Plan was transmitted to the Council on December 31, 2019, but the legislation was not acted on in 2020 and lapsed. 

Proposed 2024-0288 would adopt the King County Strategic Information Technology Plan 2024-2027. The proposed Plan includes the following five overarching goals/objectives:

1) Enable a digital King County that offers equitable access, opportunities, and outcomes for all community members.
2) Continuously improve digital security and privacy.
3) Enable a connected King County through responsible and managed investment in digital capabilities that deliver a consistent online services experience to the external community.
4) Expand the availability, use, and power of data and analytics to advance a data-driven King County.
5) Drive Information Technology (IT) effectiveness and operational excellence. 


BACKGROUND 

King County Information Technology. The King County Department of  Information Technology (KCIT) provides technology services across County government, as well as some regional services. KCIT manages the County's technology infrastructure, resources, and investments, including but not limited the County's network and internet access, software applications and related tools, communication platforms and audio/visual equipment, information security, the central help desk, and management of the King County public website. Other services are provided for interested agencies based on their specific needs (e.g., assistance selecting or providing project management support for new or replacement agency software, etc.). Regional services provided by KCIT include the 911 emergency call handling system, geographic information systems (GIS) mapping, and the institutional network (I-Net).[footnoteRef:2]  [2:  I-Net is a fiber optic network that provides high-speed data, voice, and video communications to approximately 300 public agencies, including, schools, libraries, and others. ] 


The KCIT budget is supported by internal service charges to County agencies and the department is led by the County's Chief Information Officer (CIO).  

King County Strategic Information Technology Plan. King County Code[footnoteRef:3] requires the County's CIO to prepare a Strategic Information Technology Plan (SITP) every four years and transmit it to the Council for adoption by motion. The SITP is due to the Council by December 31st of the year it is prepared. Code also requires the CIO to provide the Council with annual updates to the adopted SITP beginning in year two of the four-year plan.  [3:  K.C.C. 2A.380.200.B.] 


Code suggests the plan should include:
· A vision for the coordination of technology management and investment across the County;
· A description of the current environment, strengths, weaknesses, opportunities, and challenges for individual planning issues areas;
· Descriptions of recommended objectives, the approach to achieve the desired outcomes, and performance metrics for each strategic objective;
· The accomplishments toward meeting objectives from previously approved strategic plans and a discussion of the obstacles where the objectives were not met; and
· Appendices supporting the recommended objectives. 

The 2020-2023 SITP was transmitted to the Council shortly before the beginning of the COVID-19 pandemic, but lapsed in 2020 as no Council action was taken.[footnoteRef:4] [4:  Proposed Motion 2020-0033] 


ANALYSIS

Proposed Motion 2024-0288 would adopt the King County Strategic Information Technology Plan 2024-2027. The proposed SITP indicates that it was developed through an eight-month iterative feedback cycle with the Executive's cabinet, the Office of Performance, Strategy, and Budget, Executive branch agencies, and separately elected offices. The proposed motion states that the plan was endorsed by the Strategic Advisory Council, which is an advisory body established by Code that advises the County on long-term strategic objectives and technology planning. 

Context. The proposed SITP highlights three current conditions facing KCIT:

· Rapid technological change. The proposed SITP notes that King County faces significant challenges keeping up with the rapid pace of technological advancement and must ensure selected technologies not only meet current needs, but also have the scalability and adaptability to accommodate future requirements. 

· Constrained revenues and growing needs. According to the proposed SITP, constrained revenues and growing needs necessitate careful consideration of technology investments that align and further the County's needs. 

· Cybersecurity concerns. The SITP emphasizes that governments have increasingly become targets for sophisticated cyber threats, sometimes hampering regular business practices for days or weeks and with serious financial impacts.

Vision. The proposed SITP states that "As stewards of public resources, KCIT facilitates a technology ecosystem that optimizes the use of digital tools, data, and infrastructure. This SITP reflects a vision where technology enables operational efficiency, as well as equity for all residents" (p. 14). Underpinning this strategic vision, the SITP notes, is dedication to digital equity, or the idea that the benefits of technology are accessible to all communities. 

Strengths, Weaknesses, Opportunities, and Challenges (SWOC). As suggested in Code, the proposed SITP uses a SWOC analysis where "strengths" are areas of existing capability, "weaknesses" identify areas for potential growth and improvement, "opportunities" are areas where significant benefits could potentially exist, and "challenges" are barriers to achieving the strategic technology vision. 

The results of this analysis are provided in the following figure. The SITP emphasizes two challenges. First, the County faces high "technical debt" across applications and infrastructure, which refers to the number of supported systems with similar or overlapping capabilities that result in duplicate systems incurring unnecessary costs for maintenance. The proposed SITP also notes that technical debt also refers to the percentage of hardware and applications past their supported lifespans. Accordingly, the proposed SITP notes the importance of continued modernization of the County's systems, noting that outdated systems break more frequently and become significantly more complex to fix and further that there can be challenges in finding experts capable of maintaining and repairing the legacy systems. Second, the SITP reports that King County does not have clear rules for data sharing between agencies, or "data governance," and that data silos are common among King County's technology systems currently in use. The proposed SITP identifies objectives and initiatives to address these challenges. 

Figure 1. 
Results of Strengths, Weaknesses, Opportunities, and Challenges Analysis
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Strategic Goals. The proposed SITP states that the plan is designed around five overarching goals, each with a set of objectives designed to achieve the goal. Each objective also has a set of initiatives, which are discreet and measurable bodies of work to support the objective. According to the SITP, the list of initiatives may evolve to reflect adjustments to countywide priorities or available funding. 

The proposed SITP identifies the following five overarching goals:

1) Enable a digital King County that offers equitable access, opportunities, and outcomes for all community members.

2) Continuously improve digital security and privacy.

3) Enable a connected King County through responsible and managed investment in digital capabilities that deliver a consistent online services experience to the external community.

4) Expand the availability, use, and power of data and analytics to advance a data-driven King County.

5) Drive Information Technology (IT) effectiveness and operational excellence. 

The following subsections of the staff report provide further information on each of the five goals.

Goal 1: Enable a digital King County that offers equitable access, opportunities, and outcomes for all community members. The proposed SITP notes that King County is working to improve digital equity through partnering with other governments and private industry to improve internet access and affordability, as well as standardizing accessibility across all communication channels. Specific objectives and initiatives for this goal are below.

Figure 2. 
Proposed SITP Goal 1 Objectives and Initiatives

	Objectives
	Initiatives

	Lead the standardization of accessibility and language across all communication channels with the community.
	· Ensure that all public-facing technologies support the Web Content Accessibility Guidelines by meeting the level AA conformance criteria for that standard.
· Formally define the County supported communication channels, where and how they are utilized for community communications, and the languages that each supports.
· Create a process that allows the public to meaningfully provide feedback on enterprise tools that directly support their customer service experience.


	Facilitate the use of tools and measures that remove potential bias from information technology initiatives.
	· Standardize, digitize, and make transparent the Equity Impact Review (EIR) process, ensuring that it is used for at least 95 percent of County capital and non-capital projects.
· Expand EIRs to include information technology lines of service.
· [bookmark: _Hlk183099674]Establish metrics that track the outcomes of equity impact processes intended to eliminate bias, using the resulting data to influence future decisions.
 

	In partnership with broadband and digital equity stakeholders in King County and the Washington State Broadband Office (WSBO), support efforts to build a Washington state broadband and digital equity plan that addresses unserved/underserved populations.
	· Engage with the Office of Performance, Strategy, and Budget, and the Office of Equity, Racial, and Social Justice (OERSJ), and others to include broadband and digital equity as a new determinant of equity. Participate/lead as appropriate in creating and implementing any digital equity and/or information technology related recommendations contained in King County's updated Equity and Social Justice Strategic Plan.
· Complete two state-funded public private partnership infrastructure grants with Ziply Fiber to deliver high-speed broadband access to 1,600 homes in Duvall.
· Establish broadband and digital equity measurements and repeatable data sources to enable dashboard reporting.
· Establish a framework for tracking digital equity funding opportunities to maximize funding opportunities.


	Be data-driven when making decisions regarding equitable access and standards across the county.
	· Strategically invest in data hubs and intelligence tools to identify where needs for services are the greatest and to evaluate associated outcomes of accessibility efforts.





Goal 2: Continuously improve digital security and privacy. The proposed SITP emphasizes the importance of security and data privacy, noting that cyber attacks on government are increasing in frequency and sophistication and that data breaches can have far-reaching consequences, including financial losses, reputational damage, and compromised security. According to the proposed SITP, continuous improvement in digital security and privacy measures not only fortifies defenses against malicious actors, but also demonstrates the County's commitment to upholding ethical standards in handling sensitive data.












Figure 3. 
Proposed SITP Goal 2 Objectives and Initiatives

	Objectives
	Initiatives

	Centralize and streamline identity management at King County
	· Complete Active Directory consolidation, migrating all users and workstations into the KC domain.
· Procure an enterprise identity governance platform to centralize and streamline identity management across King County.
· Design and implement a policy and plan for vendor access to servers and data that recognizes the breadth of usage scenarios.
· Develop an identity management policy for non-County employees who interact with King County digital assets.


	Ensure the privacy and security of information assets.
	· Implement an enterprise information classification strategy as it applies to Azure Information Protection labeling, data loss prevention, and other similar functions.
· Inventory Personally Identifiable Information countywide through a system of record at the software and data level.
· Implement a data loss prevention strategy to control access and transmission of sensitive data across King County.
· Reduce response time to remediate high vulnerabilities by 20%.


	Automate King County's threat detection capability.
	· Invest 5,000 hours towards the further tuning and managing of Sentinel, KCIT's Security Information and Event Management platform, to develop an automated threat detection capability. 
· Develop a robust, countywide security incident response plan that aligns with the Cybersecurity and Infrastructure Agency best practices for local government entities.
· Analyze and develop a 3-year roadmap for threat detection capability within the security operations center for King County.


	Increase the speed of information security and privacy strategy adoption and deployment in the County.
	· Achieve a team member count and structure that appropriately reflects the critical role and responsibilities of the security and privacy team for the County.
· Develop a shared responsibility program with County agencies to inform, educate, and obtain consensus regarding urgent and ongoing projects/efforts/actions needed to appropriately protect information and assets.
· Reduce response time to critical security and privacy incidents by 10%.
· Develop a security and privacy committee with representation from County agencies for centralized decision-making and communications regarding urgent and ongoing projects/efforts/actions needed to appropriately protect information and assets.




Goal 3: Enable a connected King County through responsible and managed investment in digital capabilities that deliver a consistent online services experience to the external community. The proposed SITP outlines a vision of a centralized portal for all public services where the public can easily and equitably access online government services, information, and resources. KCIT proposes the development of a formal Artificial Intelligence strategy in support of Goal 3.

Figure 4. 
Proposed SITP Goal 3 Objectives and Initiatives

	Objectives
	Initiatives

	Design and implement a portal experience for the community that serves as a 'one-stop shop' for needed services and information.
	· Inventory all identity-associated entry points for those we serve and develop a plan and timeline to centralize their access via the portal.
· Leverage available data to define and build an omnichannel approach for interactions between King County agencies and those they serve.
· Develop a countywide strategy for Customer Relationship Management, including a roadmap for the reduction of redundant systems.


	Develop a formal Artificial Intelligence (AI) strategy and roadmap for King County.
	· Establish an AI investment framework based on King County's principles of True North.
· Draft and formalize an AI governance model including a standards engagement toolkit to support the established AI ecosystem.
· Identify the new skills needed by employees to use AI in the business setting.




Goal 4: Expand the availability, use, and power of data and analytics to advance a data-driven King County. The proposed SITP highlights the importance of strategic use of data and analytics for effective decision-making. To support this goal, KCIT proposes implementing consistent data governance to improve data standardization and leveraging advanced analytical tools.

Figure 5. 
Proposed SITP Goal 4 Objectives and Initiatives

	Objectives
	Initiatives

	Implement an enterprise data governance strategy and roadmap.
	· Partner with agencies and departments to catalog, classify, secure, and share information assets using a consistent countywide approach that adheres to asset management, data security, and information classification policies.
· Enable self-service data analytics capabilities and expand data literacy across County agencies.
· Establish a Data Office with Chief Data Officer and enterprise data governance council.
· Catalog and map data assets.
· Develop a set of open data best practices and a community of practice across the county to focus on useability, quality, and consistency.
· Refine and execute the open data strategy and associated roadmaps.


	Increase the transparency, availability, and use of data relevant to specific areas of focus to be determined, across the County (equity, quality of services, etc.).
	· Identify, year over year, the area(s) of focus, provision the work to gather, analyze, and present data, and provision dashboards that present relevant metrics regarding the area of focus.






Goal 5: Drive Information Technology (IT) effectiveness and operational excellence. The proposed SITP defines "operational excellence" as streamlined processes that produce better results in less time and for less money, and proposes expanding King County's culture of continuous improvement and continued efforts in determining what hardware and applications are outdated or duplicative. 

Figure 6. 
Proposed SITP Goal 5 Objectives and Initiatives

	Objectives
	Initiatives

	Accelerate legacy modernization.
	· Develop a resilient and scalable hybrid cloud strategy that addresses evolving technology needs and generates flexible cost models tied to business investments.
· Identify systems and hardware technical debt, and introduce debt reduction planning into lifecycle management.
· Modernize conference room technologies and implement ongoing maintenance practices.


	Finalize and implement the Enterprise Architecture (EA).
	· Develop and maintain a consistent Enterprise Architecture framework for aligning technology investments with Information Technology and business objectives.


	Deliver a strategic information technology services portfolio that focuses on enterprise value and innovating within constraints.
	· Identify business capabilities that are served by disparate technology solutions and draft a strategy for the reduction of redundancies.
· Reduce the number of unique configurations of hardware and software through the use of enterprise-enabled solutions.
· Complete the transition to Application Programming Interfaces, platforms, and reusable services that reduce effort and accelerate delivery.
· Deliver Business Continuity plan that is maintainable and testable.
· Establish the KCIT service catalog.
· Build a culture of responsible innovation to support the development and testing of new concepts.
· Update the enterprise resource planning strategy and roadmap.


	Create an information technology asset management practice to reduce risk, manage cost, and improve service.
	· Develop an inventory of assets (physical and virtual) and a corresponding strategy for their ongoing maintenance and lifecycle management.
· Implement radio subscriber preventative maintenance service to the entire King County region for both internal and external public safety agencies.
· Comply with regulatory requirements for Distributed Antenna Systems by putting in place appropriate servicing process now that PSERN staff can no longer perform this function.


	Evolve the project oversight and management functions to reduce administrative burden, improve project outcomes, and increase the percentage of on-time project completion.
	· Refine the KCIT governance function to increase efficiencies and reduce administrative burden.
· Implement resource planning within KCIT to facilitate project intake, project prioritization, project planning, and project oversight.
· Ensure alignment of business priorities with technology investments and enterprise/County values.




Performance Metrics. Code suggests that the SITP should include performance metrics for each strategic objectives. Appendix B of the proposed SITP provides the planned timeframes for all initiatives listed above. According to the proposed SITP, the initial target is to complete 70 percent of initiatives that have an identified end date in the year being measured, but the SITP notes that this may be adjusted as necessary.

Accomplishments of Previous SITP. King County Code also suggests that the SITP include accomplishments toward meeting objectives from previously approved strategic plans. The following figure includes the three goals identified in the 2020-2023 SITP, along with project highlights reported in the proposed SITP. The proposed SITP notes that since 2020, King County has successfully completed 99 technology projects. 













Figure 7. 
Reported Accomplishments from 2020-2023 SITP

	2020-2023 SITP Goals
	Highlighted Projects

	Connected Communities – Service delivery and access to information can be conducted at a County office, over the phone, using online chat, video, text messaging, social media, mobile app, robotic processing, or through the County web page. Regardless of the engagement method that an individual prefers, the information will be presented by another person or technology in a way that is personalized to an individual’s preference, including language or accessibility needs. 

	· Vaccine Management Tools: Projects synced patient records to state reporting systems and featured chatbots in multiple languages that let people book appointments online or by phone, as well as established public dashboards.
· Eviction Prevention and Rental Assistance Program: Project determined tenants' eligibility, provided electronic signature options, allowed bulk application processing at 60 community-based organizations, and electronically dispersed resulting in faster payment for landlords. The proposed SITP notes that more than 50,000 households registered for rental assistance, which was double the previous number.


	Connected Data – King County will use the vast amount of information that it possesses, coupled with partner data, to create insights that will assist county employees in delivering better outcomes and providing meaningful information to the community. Data is the cornerstone of the technology plan; integrating information sources and providing powerful tools to analyze the data will enable the creation of new insights and provide the ability to improve results. King County’s customers, employees, and partners will share information and have access to information needed to achieve breakthrough results. 

	· Client Outcome Reporting Engine: The proposed SITP reports that this project is a first-of-its-kind system that lets more than 100 partner providers submit information through a secure online platform that standardizes data and real-time dashboards compare vendor performance to client outcomes.
· Jail Management System: The proposed SITP reports that this project is the first in the nation to combine records for juvenile, adult, and community corrections agencies from all regional legal, police, and courts jurisdictions.
· Metro's transit data hub (TBIRD): The proposed SITP reports that this project supports a data-driven culture and multiple automated activities and eliminated redundant tasks that previously took 675 hours of staff time to perform every year.


	Connected Government – King County will create a digital marketplace for government services. This will include mediating transactions between departments and across government entities so that an individual can find the service or information that one is seeking in alignment with no wrong door approach to getting service. The digital marketplace will provide a catalog of services in a manner that is understandable to an individual. It will leverage emerging technologies to provide the capabilities for intelligent search, such as Google’s capabilities. Information security, accessibility, and digital identity will be managed as part of the marketplace to ensure that user information is secured and protected. The marketplace will be used by the community to access services, complete transactions, and convert data into useful information. King County employees will use the marketplace to inform their work, develop automated workflows, assist customers, and to derive powerful insights from data and reporting to drive successful outcomes by using the data.
	· Puget Sound Emergency Radio Network (PSERN): Project is to replace the current system, its supporting infrastructure, and most portable and mobile radios and required partnering with 106 regional agencies and 11 cities. The proposed SITP reports that residents will benefit from increased coverage and additional features are now available to emergency responders (e.g., encrypted radio traffic).
· Evidence.com: Project established a shared digital evidence database, which the proposed SITP reports has become a primary solution for the entire region to manage digital evidence and shared files between the state and local law, safety, and justice agencies. According to the proposed SITP, agencies now spend minutes (and not hours) per case organizing files and linking the evidence to their case management system without detectives having to pick up evidence in person for chain of custody.
· Digital HR systems: The proposed SITP reports that this project enabled more than 75,000 annual HR transactions to happen faster and more securely than previous paper and email attachments, and also allowed for collection of approximately 14,300 digital vaccination compliance forms during the pandemic.
· Microsoft Teams: Project migrated more than 20,000 King County employees and shared phone accounts, which supported employees working remotely.
· Multi-Factor Authentication: The proposed SITP reports that MFA security was applied to all King County employee and contractor accounts, which has reduced security risks, improved the County's insurance profile, and eliminated more than 700 hours annually in customer support for password resets.




Additional accomplishments can be found in the annual plan updates.

Council Action. Proposed Motion 2024-0288 would adopt the 2024-2027 Strategic Information Technology Plan, which is Attachment A to the motion. The proposed SITP includes information related to each of the suggested plan contents outlined in King County Code.

INVITED

· Megan Clarke, Chief Information Officer / Director, King County Department of Information Technology 

ATTACHMENTS

1. Proposed Motion 2024-0288 (and its attachments)
2. Transmittal Letter
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