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SUBJECT

A briefing by Integrated Solutions Group on the King County Sheriff’s Office (KCSO) Records Management System (RMS) replacement project.

SUMMARY

The KCSO’s legacy RMS known as IRIS (Incident Reporting and Investigations System), was built in 1997 along with the KCSO Evidence Tracking System (TESS).  The KCSO has indicated that neither system was designed for the demands and capabilities of the evolving computing environment or for high performance, security and scalability in a heavy multi-user environment.

In 2008, the KCSO undertook an effort to replace IRIS after the County Council appropriated in the Capital Budget[footnoteRef:1] $5.8 million to implement a new RMS called Total Enforcement (TE).  Project delays prohibited the KCSO from launching a pilot to test TE until 2015.  According to the Department, the pilot surfaced several irrevocable issues and the TE software was discontinued.  Although, the KCSO still uses TE for its property management system and records management and in the Communication Center for reporting purposes. [1:  Ordinance 15975] 


In late 2015, the KCSO decided to change direction and pursue a new cloud-based records management system produced by Mark 43.  KCSO received a sole source waiver to enter a contract with Mark 43.The new Mark 43 system is hosted by the vendor and be accessed by internet browser via KCSO workstations, devices or vehicle laptops.

In the 2017-18 Biennial Budget,[footnoteRef:2] the KCSO received a $1.18 million appropriation to pay subscription costs for a one-year, agency-wide pilot of the Mark 43 system.  At that time, approximately $1.2 million remained from the original $5.8 million appropriated for the TE project.  The KCSO indicated that this funding would be spent on project management and overtime training costs.  Pursuant to the project appropriation, a contract between the Sheriff and Mark 43 was signed on July 10, 2017.   [2:  Ordinance 18409] 


The implementation of Mark 43’s Cobalt system has been met with several delays.  At the same time, the Sheriff has made it a priority for the system to “go-live” in December of 2017.  Today, the Committee will hear an update from the project’s external Quality Assurance consultant Integrated Solutions Group on the project’s implementation timeline and associated risks.

BACKGROUND 

Current Records Management and Evidence Systems:

The KCSO’s legacy Records Management System (RMS) known as IRIS (Incident Reporting and Investigations System), was built in 1997 along with the KCSO’s Evidence Tracking System (TESS).  The KCSO has indicated that neither system was designed for the demands and capabilities of current and evolving environment or for high performance, security and scalability in a heavy multi-user environment. KCSO staff have indicated that deputies spend too much time writing case reports, which limits available time for community policing efforts. The Sheriff has indicated that the limitations of the existing technologies also limits participation in county-wide integration projects. Finally, KCSO staff indicate that IRIS and TESS are past their end of life, very fragile, and that the system platforms are no longer supported. For these reasons, the KCSO in 2008 began to undertake a capital project to replace these systems.

2008 Records Management System Capital Project:

In 2008, the County Council appropriated in the Capital Budget[footnoteRef:3] $5.8 million to implement a new records management software called Total Enforcement (TE).  The TE software would have served as the Department’s records management system, as well as its property management system.  After a number of significant project delays, the Sheriff began implementing the TE system as part of a pilot that was launched in 2015.  At the conclusion of the 2015-16 Biennium, the Sheriff’s Office indicated that the TE pilot showed that officers were not able to enter data in a timely or practical manner.   [3:  Ordinance 15975] 


National Incident-Based Reporting System (NIBRS):

In addition to the data entry challenges, KCSO staff discovered that the TE software did not compile or report crime data in a way that is consistent with the NIBRS format. NIBRS is an incident-based reporting system used by law enforcement agencies in the United States for collecting and reporting data on crimes. Local, state and federal agencies generate NIBRS data from their records management systems.

Unlike data reported through the FBI’s Uniform Crime Reporting System, the NIBRS data goes much deeper because of its ability to provide circumstances and context for crimes. It includes all offenses within a single incident and additional aspects about each event, like location, time of day, and whether the incident was cleared. According to the FBI, the NIBRS format will improve the detail and overall quality of crime data, which will help law enforcement and communities around the country use resources more strategically and effectively. 

Information from the FBI indicates that about one-third of all U.S. law enforcement agencies currently participate in NIBRS, but because the NIBRS can provide more useful statistics that will promote constructive discussion, measured planning, and informed policing, the FBI has made nationwide implementation of the NIBRS a top priority.  Ultimately, the federal government plans to transition to NIBRS only data collection by 2021.

KCSO indicates that the lack of a NIBRS compliant system as well as the data entry challenges noted above led to the decision to pursue a different approach to the RMS functionality and implement Mark 43’s Cobalt SaaS (Software as a Solution) cloud-based solution discussed below.  However, KCSO will need to continue to use the legacy IRIS system until the Cobalt solution is fully implemented with integrated IRIS data.

The KCSO has found some functionality in the TE software for its property management system.  The Records unit, Data unit and Communications Center have been instructed to use TE as their system of record until a new, different system is implemented.  At this point in time, the KCSO expects that it will  in the future use the Mark 43 Cobalt system with enhanced functionality to include a full case management module and a property management module. 

2017-18 Adopted Budget:

The Adopted Budget[footnoteRef:4] includes $1.13 million to pay per-officer subscription fees for a new cloud-based records management system that will replace the obsolete IRIS system. The funding will address the license costs necessary to implement Mark 43’s Cobalt system for the one-year pilot and will need to continue into future biennia should the KCSO decide to make the Cobalt system permanent.  The $1.18 million appropriation was based on an assumed implementation date of March 1, 2017 for a pilot that is partially reimbursable through KCSO's contracts with cities and other jurisdictions. [4:  Ordinance 18409 ] 


In March of 2017, the KCSO reported that it had remaining approximately $1.2 million of the original $5.8 million capital appropriation provided for the TE project. The KCSO further indicated that it plans to spend this funding on the overtime necessary to backfill officers that attend training, an IT Project Manager, an IT Business Analyst and Functional Analyst, with $60,000 in contingency.





Biennial Budget Provisos:

King County Code[footnoteRef:5] requires that each technology capital project seeking appropriation provide to Council a business case, benefit achievement plan and cost benefit analysis. At the time of the writing of the biennial budget and the Department’s request for additional funding, the KCSO had not completed these documents. Although, all these documents have been completed and transmitted to Council since that time. [5:  K.C.C. 4A.100.030] 


The Council included in the 2017-18 Biennial Budget[footnoteRef:6] two provisos to require additional information on the new RMS system to be provided to Council prior to funding release.  Proviso P2 for $1.18 million was written to be self-releasing, meaning that no additional Council action would have been required to release the funds when the proviso conditions were met such that the KCSO would have the funding necessary to begin subscription payments for a March 1, 2017 go-live. [6:  Ordinance 18409] 


Proviso P1 required the KCSO to satisfy proviso requirements as well as to send to the Council a motion that would approve the transmitted documents. This proviso had a July 1, 2017 deadline and would have followed the projected March 1, 2017 go-live. Both provisos are provided in their entirety below:

Proviso P1:

Of this appropriation, $394,000 shall not be expended or encumbered until the Executive transmits for the proposed cloud-based records management system: An assurances letter; an updated project plan that includes a projection for the total of all capital and operating costs associated with the selected cloud-based records management system solution project; and a motion that should approve these documents, and a motion is passed by the council. The assurances letter required by this proviso shall be from the county's chief information officer and the director of the office of performance strategy and budget and shall indicate that the updated project plan has been approved by the chief information officer and office of performance, strategy and budget director. The motion shall reference the subject matter, the proviso's ordinance, ordinance section and proviso number in both the title and body of the motion. The updated project plan shall include, but not be limited to:
A. Defining and designing a solution to a data ware house and property management system, including cost estimates for those components of the projects; 
B. Addressing when and how the IRIS and TE databases will be decommissioned and whether there are any associated dependencies. This information should include a risk analysis and the costs of maintaining and operating these databases once as the cloud-based system is operational and being used;
C. Addressing the cost, time and resources to develop the interfaces between the cloud-based system and any other required systems, including, but not limited to, the IRIS and TE databases;
D. Identifying costs and labor associated with the entry of data into the Active Directory if necessary;
E. Identifying out-year costs based on terms of the selected vendor's contract; and
F. An integrated, resource load project schedule plan that contains all the components of the project, with milestone start and finish dates so that milestones can be tracked at all times. The executive should file the documents and motion required by this proviso by July 1, 2017, in the form of a paper original and an electronic copy with the clerk of the council, who shall retain the original and provide an electronic copy to all councilmembers, the council chief of staff and the lead staff for the budget and fiscal management committee, or its successor.

Proviso P2:

Of this appropriation, $1,183,000 shall not be expended or encumbered until the executive transmits for the proposed cloud-based records management system project: an assurances letter, a benefit achievement plan, a cost-benefit analysis, a business case and a project plan, which will include a pilot of the project. The assurances letter required by this proviso, shall be from the county's chief information officer and the director of the office of performance, strategy and budget to all councilmembers and shall indicate that all of the project documents have been completed and approved by the chief information officer and office of performance, strategy and budget director. The project plan shall include, but not be limited to:
A. A staffing plan that includes a business analyst and project manager that have been approved by the county's project review board, established under K.C.C. 2.16.07585;
B. Components detailing how the project will meet federal criminal justice information system security requirements and whether the system will be running on the AV/S GovCloud;
C. A gap analysis that compares the functionality of IRIS system with the desired features that the county will require be included in a cloud-based system;
D. Success criteria for the pilot and a comprehensive evaluation plan for the pilot;
E. A training budget and plan for training for all users on the new cloud-based system, and
F. A quality assurance component that identifies a steering committee, a quality assurance consultant that has been approved by the project review board and the resources necessary to retain this consultant. The executive shall transmit the documents required by this proviso with a cover;
G. letter that shall reference the subject matter, the proviso's ordinance, ordinance section and proviso number and in the form of a paper original and an electronic copy with the clerk of the council, who shall retain the original and provide an electronic copy to all councilmembers, the council chief of staff, the policy staff director and the lead staff for the budget and fiscal management committee, or its successor.

With the exception of the Gap Analysis required in Proviso P2, Section C, the KCSO has transmitted all the required documents. Although, several technical issues concerning the manner of transmittal have prevented Proviso P2 from self-releasing and would, under current circumstances, require amendments to the Biennial Budget to release funds for either proviso.  The KCSO response to Proviso P1 can be found in Attachment 2 and the KCSO response to Proviso P2 can be found in Attachment 3.

Mark 43’s Cobalt SaaS Records Management System Project:

The KCIT and KCSO project group completed earlier this year a new charter for the project to implement Mark 43’s cloud solution as the King County Sheriff’s Office Records Management System.  The system is a web-based, Software as a Service (SaaS) program that is accessed through a browser on a KCSO workstation, device or on a mobile data computer (MDC) in an officer’s vehicle. The charter’s overview indicates that the project will complete a range of activities including; the data conversion from TE to the newly implemented RMS system, integration with external systems, testing the implementation, and training 1,100 KCSO staff members.  After successful implementation, the KCSO would decommission both IRIS and TE.

The KCIT and KCSO project staff have indicated that the project has four critical milestones that, according to the original project plan, were necessary for project go-live:
1. Ability to successfully enter NIBRS data;
2. Satisfactory data migration;
3. Satisfactory results from user testing; and
4. All users have been trained

KCIT project staff have indicated that Mark 43 security protocols are consistent with federal Criminal Justice System Information (CJIS) requirements.  The CJIS Security Policy was created by the Federal Bureau of Investigation to provide guidance to organizations dealing with Criminal Justice Information. KCIT staff have also indicated that the Washington DC and Camden Police Departments currently use the Mark43 for their report writing.  The KCSO has stated they intend to utilize the system to include full case management module and the property management module.

While the KCSO plans to transfer all users to the new system in December 2017.  KCIT and KCSO project staff consider the project a one-year pilot because the contract is only for one year and the KCSO needs to determine if the product is robust and meets the needs of the KCSO to process reports and for case management and evidence processing.  They have indicated that the nature of the Mark 43 system accessed through a browser allows for a pilot without the internal investment of hosting servers and installing software clients.

Project Delay:

KCSO entered into a contract with Mark 43 in July of 2017 that establishes a number of milestones with associated completion dates.  The contract provides for an acceptance process that requires the County to sign off on the majority of milestone noted below.  
	



Table 2: Contract Milestones as of July 10, 2017: 

	  Task
	Date

	
	

	Contract Signed/ project kickoff
	April 2017

	Implementation
	June 2017

	Interfaces
	June 2017

	Property Management Unit and Case Management
	June 2017

	Data Conversion
	August 2017

	Testing
	August 2017

	Training 
	September 2017

	Initial Pilot Go-live
	October 2017

	Post Pilot Go-live
	December 2017




KCIT project staff have indicated that the project is running late, compared with the timeline originally established in the Adopted Budget, because the KCSO developed the initial timelines without a formal project plan.  Additionally, KCSO’s initial project planning did not include several steps determined later to be necessary, including the development of a case management module and an evidence management module, as well as data migration to the new system.  Finally, project staff have indicated that Mark43 is adding new features that will work better for KCSO, especially related to submitting referrals to the PAO.  Council staff have not been provided with updated milestones that reflect the recent decisions to go-live before data conversion (discussed below).

Data Migration from Legacy Systems:

Council staff recently learned that the project has decided to complete the data conversion and migration process after the system go-live date, counter to previous plans.  Council staff asked the KCIT project staff for more details about the reasons for this choice and what this means for testing and training, as well as practical use in the field (for example, if it will it be necessary for deputies to toggle between IRIS and Mark 43 to create an arrest report).  Finally, Council staff asked when the data would be migrated and if the shorter length of time to evaluate a fully populated system would have any effect on the pilot evaluation.  KCIT staff provided the following response: 

“The project and Steering Committee have been working steadily on managing the project risks to ensure that we could meet the primary objective of being able to deliver NIBRS reporting from the start of 2018.  As we encountered schedule slippage from Mark43 it became obvious that there was too much on our plate to successfully complete delivery of all scope items prior to the pilot’s initial go-live. To ensure delivery of the primary objective we reviewed a number of options and decided to refactor the plan to delay scope not associated with NIBRS reporting for the contracted cities.

This decision to reduce the initial scope was not taken lightly, but is the least risk solution to achieve a successful go-live for January 2018. This solution involves us delaying data migration, the most resource intensive part of the project, until after the initial December go-live. Data migration will be completed as part of the pilot during 2018. This also allows the project team to focus on the highest priorities related to configuration, testing and training for a successful December go-live.

The project remains open through the life of the pilot and will be managing the contracted scope that will be addressed after the initial go-live, which includes the data migration.  Even with the original schedule, we were deferring some requirements until post go-live, including several interfaces and future features.  As you know, our go-live schedule was very aggressive, so we are not surprised about the need to reduce scope for this year.  We will not be cancelling any scope, but will be rolling out other features, integrations and data migration in the first half of 2018 and will continuously monitor the success of the pilot.  

One of the other benefits of delaying the data migration is that we can do an initial evaluation of the pilot success prior to moving all data into the RMS.  This allows us to evaluate the initial success of the pilot prior to committing to move all data into the new RMS.”

Quality Assurance Consultant Reports:

Proviso P2 in the Biennial Budget Ordinance required the King County Sheriff’s Office to include in the project plan submitted to Council a “quality assurance component that identifies a steering committee, a quality assurance consultant that has been approved by the project review board and the resources necessary to retain this consultant.” [footnoteRef:7]  To effectuate this requirement, the KCSO and KCIT project group retained Integrated Solutions Group (ISG), which produced a baseline assessment of the project in July 2017 and an update to that baseline in August 2017, both of which identified project risks and made recommendations in an attempt to minimize those risks.  The August update, found in Attachment 4, notes that the KCSO had closed five of the QA recommendations and made steps toward closure on 16 open recommendations.  The August report made four over-arching recommendations.  Each of these over-arching recommendations is listed below, along with the project team’s response to the recommendation.  The recommendations also reflect comments that ISG staff made to Council staff. [7:  Ordinance 18409, Section 21, Proviso P2] 


1. Consultant Recommendation - Project Management: Focus on and finalize the project plan / WBS (Work Breakdown Structure).  The QA indicated to Council staff that “The workplan is still in flux.  All the tasks that need to be completed before go-live must be set – no longer under development – and resourced with appropriate staff.”  Further that “critical milestones are not yet fully defined or approved by the KC project teams.”  


Project Team Response: “We had a meeting with the vendor and the Steering Committee to discuss the project.  Mark 43 is going to provide a set work plan and we will be meeting semi-weekly on it to monitor their progress.  We expect an agreed upon work plan to be completed no later than the end of September.”

2. Consultant Recommendation - Mark 43 SaaS configuration:  Finalize gap analysis and then prepare the organizational change management plan for “first of the year” implementation date.  The QA notes that “without a recast WBS (Work Breakdown Structure), the full scope, resources and duration of completing configuration activities are not fully defined and is a risk to the revised “first of the year” implementation timeline.  

Project Team Response: “We have identified the major GAPs and have been identifying workarounds and/or new features that are needed.  Mark 43 has 2-3 new features they are working on since they feel the workarounds are not beneficial for our workflows.  This is part of why the WBS isn’t completed since we are making decisions on the best path to follow.”

3. Consultant Recommendation - Mark 43 SaaS and KC Business Process: Support and emphasis for having the OCM (Organizational Change Management) plan by early September as a next step for mitigating risk.  The QA has indicated that the project “needs to have an understanding of the potential impact the system will have on staff operations” and that the OCM is critical to the later stages of the project (e.g. training). 

Project Team Response: “We have put together what the major change processes will be for the end users and incorporating this into the training materials as well as early communications.  ISG is supporting us on these efforts.”

4. Consultant Recommendation – Data Conversion: Through the Project Plan (WBS), monitor data conversion activity to inform organizational change management plan in preparation for go-live.

The Project Team was not asked to provide a response to the fourth recommendation as it is focused on the data conversion process, which was not scheduled to happen until November 2017.  As is noted above, the data conversion and migration process has now been pushed into the pilot phase of the project.

The ISG has published a follow-on to its August update, which will be briefed in Committee today.  ISG staff have indicated to Council staff that it will release a “Readiness Assessment” in November of 2017.  ISG staff have said the Readiness Assessment would examine the results of user acceptance testing, data conversion and migration and any efforts made around organizational change management to provide context for a go-live decision.  Council staff does not know how the recent project changes, including a delay of data migration, will affect ISG’s Readiness Assessment.  However, Council staff have asked ISG to include this information as part of the presentation that the Committee will hear today.

Project Review Board Acceptance:

The King County Code states that all information technology projects shall participate in an oversight process established by the Project Review Board (PRB).[footnoteRef:8]  The PRB consists of the County’s Chief Information Officer, the Deputy County Executive, the Director of the Office of Performance, Strategy and Budget and the Director of the Department of Executive Services.  Among its requirements in code, the PRB is responsible for:  [8:  KCC 2A.380.330] 


· Implementing project management oversight including, but not limited to, review of information technology project status, plans, risk and progress and approval of incremental release of project funding; and

· Recommending budgetary changes, suspension or general shutdown of approved information technology projects.

While the Mark 43 Project Steering Committee is the body that will make a decision to accept or reject the project and also to potentially delay its go-live date, the Executive’s Project Review Board has the authority to deny a funding release and stop or delay the project.  

The PRB has been meeting throughout the course of the project. It will meet again in December 2017 to review the QA’s Readiness Assessment.  As is noted above, the PRB will have the ability to delay the project after reviewing the QA Readiness Assessment.

Changes to the Benefit Achievement Plan:

As required by code, all IT projects must complete a benefit achievement plan (BAP) describing the expected benefits of the project and how the department will measure whether the benefits have been achieved. According to the BAP for this project, the primary benefit of this project is replacing a legacy system that is very fragile and past its useful life. The BAP also reports this project is expected to have operational benefits as well. 

The KCSO transmitted a revised BAP (Attachment 5) as part of the proviso review process which removes an operational benefit originally anticipated for this project. As shown in the revised BAP, “Improved officer safety due to ability to perform pre-incident investigation on all calls and get the entire history” has been removed. As noted earlier in the staff report, the migration of historical data has been delayed. The Committee may wish to request KCSO revise the BAP such that the benefits from data migration can be tracked. 

The operational benefits currently included in the BAP are reported in Table 2 below. The target date for achieving these benefits has benefits has been pushed back from 2017 to the first quarter of 2019. 

Table 2
Operational Benefits of RMS Project Reported in BAP

	Benefit
	Measure
	Current State
	Future State

	Improved officer safety due to ability to perform pre-incident investigation on all calls and get the entire history
	Number of years of historical data available to officers when doing pre-incident investigation for calls
	1 year of data currently available
	From 2008 and on

	Ability to report NIBRS
	Error rate percent when reporting NIBRS
	Currently, not able to report NIBRS
	4% error rate desired

	Reduced amount of officers’ time spent on writing reports
	Average amount of time spent by officers on writing reports. Information will be tracked by the new system.
	Average 30 minutes per report

81,939 reports written in 2016,  70% or 57,358 by officers
	Less than 20 minutes per report desired

	Reduced amount of time for the 911 Comm. Center call takers to write a 911 call report.
	Amount of time it takes the Comm. Center call takers to write a 911 call report.
	Average 30 minutes per report

81,939 reports written in 2016,  30% or 24,581 by 911 Comm. Center
	Less than 20 minutes per report desired




Mark 43 Contract Highlights:

The Contract became effective when it was signed on July 10, 2017 and will continue for one year from final acceptance of the system. The contract was drafted by Mark 43, the KCSO and the PAO.  The agreement may be extended for one-year periods with a maximum term of ten years.

The license fees are fixed prices that constitute the full compensation due to the contractor for the provision of all work necessary to satisfactorily complete the work and provide the system per the contract, including but not limited to all labor, expenses, management, supervision, administration, overhead and profit. The contract indicates that the contractor cannot charge the county for any modules or interfaces and their installation, implementation and training that may be created during the initial contract term and the first renewal term, such as the Property and Internal Investigations Unit Modules.

The license fees are based on 704 Commissioned Officers, which may vary from month to month. Except when additional licenses are required, the County is not obligated to pay any other license fees for its remaining authorized users.  Authorized users extends beyond commissioned staff to include any KCSO employee that is authorized to use the system. 

Number of Commissioned Officers to be included in rate: 704
Rate per Commissioned Officer: $80
Monthly Rate: $56,320 

Provided that notice is given according to the terms in the contract, the County may exit the contract for convenience or non-appropriation.  If the County terminates the contract, it will only be liable for payment for work performed and accepted prior to the effective date of termination.

Non-Disclosure of County Data:  

The contract indicates that the data provided by the County either before or after the contract award can only be used for its intended purpose. Contractors and subcontractors cannot utilize nor distribute the County data in any form without the prior express written approval of the County. The County shall have the sole responsibility for the accuracy, quality, and legality of its data, including obtaining all rights and consents necessary to share the data with contractor as set forth in the contract. According to the contract, the County grants the contractor an irrevocable, worldwide, royalty free, non-exclusive, transferrable, sub-licensable, license to use the data to: provide the SaaS (RMS System) and services to the County and other contractor customers who are part of the Criminal Justice Information Services group; analyze the data in anonymized and/or aggregate form in order to operate, maintain, manage, and improve the SaaS (RMS System) and the services, create new products and services, and share and/or license aggregate data to its affiliates, agents, business partners, and other third parties; and for contractor’s internal purposes to improve the SaaS and related services.

Staff legal analysis on data disclosure is ongoing.


ATTACHMENTS

1. [bookmark: _GoBack]Integrated Solutions Group Report – October 2017. (This report will be distributed at Committee.)
2. KCSO Proviso Response to P1, Section 21, Ordinance 18409
3. KCSO Proviso Response to P2, Section 21, Ordinance 18409
4. ISG QA Follow-On Assessment Report, August 2017
5. KCSO RMS Benefit Achievement Plan




INVITED

1. Tom Boatright, Principal, Integrated Solutions Group
2. Patti Cole-Tindall, Chief of Technical Services, King County Sheriff
3. Sharon Potts, KCIT Enterprise Business Solutions Director
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