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Responses to Council Questions from KCIT


1) I am aware of the MTG QA consultant contract. Are there other QA contracts or deliverables for this project?

MTG is the only QA consultant for the Unified Communications Project.  They delivered an initial risk assessment, and then will deliver semi-annual reviews/assessments throughout the life of the project.

2) This project, similar to other very large technology projects, has hired an outside consultant to point out areas of concerns and offer recommendations as the project is implemented. According to the MTG report, early on KCIT directed the consultant to exclude technical issues from their analysis. Upon seeing the many problems, the consultant recommended that technical considerations be added back into the scope of work. And in the PRB funding release in Nov 2011, the PRB recommendation is “consider hiring a technical QA to help mitigate risks related to the maturity of the technology solution and necessary network upgrades.”  Please explain the decision not to hire a technical QA.

All of the technology used in our Unified Communications solution – physical network, routing devices, security firewalls, quality monitoring, server hardware, vendor products, and desktop tools – are mature technologies that do not individually present “risk” to the project.  Therefore, the technical risk is not due to the solution, but rather to the specific way all these systems interplay with each other within the County’s infrastructure.  KCIT chose to mitigate that risk by engaging our partners – Microsoft, Cisco, Dell, F5, and others – to assess, design, architect, and troubleshoot our environment.

As specific to the QA engagemnet, MTG has access to telephony domain experts at COMgroup, Inc. (CGI). MTG collaborated with CGI on a specific QA deliverable Telephone System Replacement Deployment Process Mapping, August 2013.

3) Councilmembers are looking to understand the overall status and risk level of a project. KCIT’s internal reporting considers this green. While I understand the rationale that makes this green, Councilmembers are looking for a dashboard to get an overall sense on the risk and health of a project. Is there such a dashboard currently available to them on this?

The QA effort serves as a tool to identify risks early and recommend actions to help mitigate these risks. Many of the counsultant QA findings and recommendations have already been addressed or are being addressed.  KCIT has relied on the summary evaluation from MTG as a “dashboard” of project risk.  Recently, we began producing a color-coded dashboard – to be updated weekly – specific to the issues and performance of Unified Communications within each Council district, and we will continue to maintain that until we have concurrence that each district is “green” and their issues resolved.

It should be noted: KCIT engages a QA vendor when we already know a project is very large and very complex, and thus it is by definition a high-risk project.  If a QA vendor ever evaluated a high-risk project and reported it as “green” because there were no risks, that would not indicate a well-run project, but rather it would indicate a poorly performed evaluation by the vendor.  We rely on MTG to find, identify, assess, and recommend options related to risks, and we then respond and take action on those risks.

4) MTG reports to the PRB. How have each of the PRB members received the reports? E-mail? Other than the specific actions of the CIO, what type of engagement has the PRB had with this project and the consultant reports?

PRB members are informed of the reports, and the reports are distributed to them through a SharePoint site.  In addition, the Unified Communications Project is identified as a “Tier 5” project by the Executive’s leadership team, and is therefore discussed regularly by the entire leadership team (which includes all members of the PRB).

5) The PRB staff report June 2012 notes that “reports will be made available to same plus Council, PRB and others that ask.”  I don’t recall receiving the reports, but I certainly could have misplaced the e-mail. Is your intent to send them to Council staff or do we need to ask for them?

All project oversight documents, including Quality Assurance reports, are available at the Project Review Board SharePoint page, and can be accessesed by all interested countywide.  The documents also can be provided in response depending on individual requests: via e-mail or printed copies.  In the future, we will proactively provide the reports – and all corresponding responses to the reports that reflect KCIT’s actions in a timely manner.

6) Tell us about Lync 2013.  Has the roll-out of Lync 2013 begun? Are you planning a roll it out to those users who already have Lync?  Is the cost of upgrading to Lync 2013 included in the budget for this project?

Yes, the upgrade to Lync 2013 has begun.  It involves both an upgrade of the server/system product, and an upgrade of the client software installed on workstations.  These products operate independently (in other words, we can upgrade the server product and not the workstation client, or vice versa).  We will complete the server upgrade to Lync 2013 by the end of February 2014.  The client product has already been rolled out to hundreds of users in the county, and we will fully roll it out in the executive branch by July 2014.  The upgrade for individual workstations is managed by each respective agency’s local LAN administration team, therefore when and how Council deploys the Lync 2013 is up to your team.  There is no cost to upgrade to Lync 2013 – it is part of the Enterprise Agreement license.

7) Please provide the roll-out schedule including original dates and most recent dates. I would really like to know the original planned dates, but if you don’t have that information readily available, lets hold off on that.

The plan for full Unified Communications implementation has always been to be fully deployed by December 2015, and that remains the plan.  Given the interdependencies between customer operations, facilities infrastructure, and operational readiness associated with Unified Communications, we did not initially have a comprehensive schedule for all 235 county facilities.

8) The most recent consultant report also notes technology issues are preventing this project from meeting basic customer business needs for their phone system such as call masking. How are you addressing these customer needs.

As with most situations where brand new technology is implemented, solutions rarely meet 100% of initial requirements.  We are filling several unmet needs through the deployment of third-party tools.  This was always the plan for the project.  Such tools include office paging/intercom and call center operations.  (Please note: The current solution CAN, in fact, do call masking.)  In addition, we are working with customers to refine their business requirements, to determine if original requirements remain in place once they learn the capabilities, flexibility, and options of the new system.

9) Please describe the process for accepting Milestones prior to invoices. For example, who accepts the milestones? Project Manager? Have there been instances where we have not accepted a milestone in the contract with Microsoft?

The County did not purchase the Microsoft Lync product under a services contract, but rather it is licensed software.  (Lync is, in fact, part of the expanded Microsoft Office product suite, similar to MS Project or MS Visio.)  In support of King County’s deployment efforts, Microsoft is extremely engaged and committed to help in King County’s success.  They have provided hundreds of hours of free service, and we have purchased some professional services through our Premier Support Agreement.  That paid work typically involves a Senior Lync Engineer engaging with our technical team, working on issues, problems, or improvements to the service, and mutually implementing the solution/change once accepted by KCIT.

10) Looking through the various project documentations, there seem to be various technical glitches including hardware malfunction.  What level of financial responsibility has the vendor assumed for correcting the problem and paying for the additional KCIT staff time? 

Hardware vendors including Cisco have partnered with King County to address such glitches, with such work typically either being performed ‘pro bono’ or as part of our existing maintenance contracts and thus at no added cost.  Our vendor partners have supported the County throughout our efforts.

11) “The Charter notes that the current physical infrastructure of current building facilities may require extensive and costly work to ready for solution deployment.” Please explain in simple terms why the current infrastructure limits Lync deployment. Is it primarily the video component. Most importantly, explain how you are addressing this constraint.

Part of a Unified Communications effort is converged network infrastructure.  As of 2010, our network was designed to handle primarily text-based data from systems within our own infrastructure.  As of 2014, it now is handling that same type of data, plus voice conversations, video conferences, instant messaging, live-streaming of desktop-sharing sessions, and data transitions from external business systems residing in the cloud.  As we proceed with this project, KCIT is improving our infrastructure – new wiring, improved switching equipment, upgraded routers, etc.  These network improvements will also contribute toward meeting the business needs and expectations and the County’s startegic goals, including mobiltiy, customer service and efficiency.

12) In the CIO’s opinion, what’s gone well that you would do again and what hasn’t?  What would you do differently?

We learned significant lessons from early deployments.  Deployments that did not go well included those situations where – for whatever reason – we did not engage with the customers to understand unique operational scenarios surrounding their voice communication.  What did go well were the situations where such conversations did take place, and where customers took the opportunity to examine their operations based on new opportunities presented by integrated communications.

What we would do again is to continue to offer training to all employees as part of every deployment, and to do the full push of Lync in advance of the voice activation component of Unified Communications so customers have access to the integrated tools.  What we would do different would be to make training mandatory and hold organizations accountable for engaging during the change to their communications infrastructure, and to postpone certain county operations (such as high volume call centers) until we (KCIT) had a better understanding of our operational support model.

13) What is your assessment of overall customer satisfaction? (What’s the source of your assessment)

Unified Communications is disruptive technology – as a result of integrating previously desperate tools like phone, email, voice mail, video cameras, and instant messaging, it forces changes in behavior.  As a result of the basic human response to change, customer satisfaction is always less-than-ideal initially.  However, our post-implementation results have been relatively positive, and the use stats for the tools prove substantial adoption of the technology and features.

At this time, over 11,500 County employes use Unifed Communications.  In January alone, over 329,000 communication sessions were conducted using these tools.  In many cases, teams have now leveraged these tools to improve customer service and increase productivity.  We do recognize that some specific business areas have experienced difficulties, which have been sucesfully addressed or are being addressed; we also need to recognize that the success would not be possible without the commitment, engagemnet and flexibility of staff in these busienss groups.

14) How do you think the vendors have performed on this project?

Our vendor partners have provided outstanding support of our efforts, and continue to remain engaged.

15) I am confused as to the responsibilities of KCIT and the vendor. Please describe in a sentence or two who is doing what.  For example, vendor implements, KCIT maintains the system?

The Unified Communications Project is a King County project – the deployment is run out of the KCIT PMO, and the team consists of KCIT employees.  In addition, Unified Communications is now an End-User Service of KCIT, with over 11,500 customers receiving production support from KCIT (and over 6,000 voice enabled).  Our vendors augment our team by providing experts to architect solutions, troubleshoot complex issues, and collaborate with us and with each other the unique situations within our environment present challenges.

16) There seem to be ongoing technical support issues once the system is implemented. Is that the responsibility of KCIT or the vendor?

As said, KCIT provides ongoing support of the production system.  We admittedly have had challenges, as much of the Unified Communications environment represents brand new technology to King County.  That said, our performance metrics – which we report out publicly every quarter – indicate improvement across all elements of that environment.

17) Do you think the projected costs for ongoing maintenance and support accurately reflect the ongoing level of costs we are likely to experience?

The projected maintenance costs in the project CBA were not comprehensive and are missing some components, such as ongoing costs for analog phone lines where replacement will not be possible.  We are continually refining those costs, and have met with council staff about the last revisions to the CBA.



18) How secure is the Lync system from unwanted access to voicemail and e-mails from both security breaches outside King County government and from within? For example, how safe are the voicemails or e-mails? Can someone (internal or external) hack into an individual’s e-mail or vociemail?

The back-end infrastructure of our Lync system is running inside King County’s secure network, in our data center, and therefore it is exactly as secure as our entire infrastructure.  Therefore, this questions relates to our entire network/infrastructure security, and King County has never suffered a major data breach.  However, as is the case with every corporation, organization, and government entity, no system can be 100% certain of its security.  KCIT dedicates significant time, attention, and resources to IT security.

19) What happens if my laptop or smart phone is stolen? Can someone access my county e-mail and voicemail?

This question is also related to overall security, though is complicated by the unknown configuration of devices.  Such devices can be protected so that loss or theft does not expose the county to unwanted access, but it is up to the user to install and comply with such controls.  In general, if a laptop or smart phone is a county device, and if the user has a strong password on the device, and if the loss of such a device is quickly reported, access to county email and voicemail can be prevented.  If a user operates their device in a manner that does not comply to recommended security practices, the loss of such a device could expose such a risk.

20) Assuming the current configuration, can someone unknowingly record a conversation?

Four answers:

It is not possible for an individual in IT to record a phone call behind-the-scenes.

No, someone cannot accidentally initiate a call recording without knowing they have done so.

In a call between 2 or more Lync users, no, someone cannot initiate a recording without the other party(ies) being notified.

In a call between 2 or more individuals where one of the individuals is not a Lync user, it might be possible to record the call without the non-Lync user knowing, but it depends on the type of device they have, and how the call was initiated.



21) How long are vociemails saved on the system?

The Unified Communications solution now integrates voicemail and email.  Voicemails are now recordings attached to email.  Thus, retention is based on the individual user’s and agency’s policies for email retention, and any related record retention policy that may apply based on the nature of the message.  In other words, from a duration perspective, there is no difference between the Unified Communications solution the legacy voicemail systems of the County.

22) In an emergency situation where a user is not logged on, how to do they contact 911? What provisions in training or equipment have been made to address emergency calls when people are not logged on.

Just as in any emergency situation, users could use other nearby phones, or a cell phone.  In addition, in many places the project left “survivability lines” – a limited number of land lines in central locations.  The use of 911, including how to ensure that the Lync client is properly configured to ensure the proper information is passed to 911 operators, is part of the training delivered to all users.

23) Please invite MTG to the GAO meeting. I am happy to do this, but you need to give me the contact list.

[This has been done.]

24) Given the problems with the rollout, seems that you would want to fix these problems before rolling out to more customers.  Are you going to pause the rollout to fix the problems?

There is a presumption to this question that there have been extensive problems with rollouts countywide.  This is not the case.  We have deployed the solution to over 11,500 employees, voice activated over 6,000, and our metrics indicate the system operates with an exceptable level of reliability and quality.  We are proceeding with our current schedule.

25) Is the budget for this project on track? 

Yes.

26) Given the problems with the system, what is the nature of our contract. Is there an exit strategy?

The Unified Communications “system” is comprised of several products.  Some are purchased under contract, some through license agreements.  Issues that have come up with the unfied solution rarely were related to a single product, but typically involve the interaction between multiple products and/or the configuration of King County’s infrastructure, and our vendor partners have actively assisted us in addressing these issues.  We have never had any discussion of an exit strategy for any of our core products.

27) My phone doesn’t work if my computer is not logged on. Is there a solution to this?

There are phones that can be plugged directly into the network, bypassing the computer.  We have already deployed a small number of these at the Council to test if they will meet your operational needs, and if so we will work with your staff to deploy further.  We would like to discuss the operational scenarios each of your districts wants to achieve, so we can be sure to design and implement a solution that actually meets your needs.

Also, Unified Communications extends beyond a PC and wired telephone.  Communications of all kinds – instant messaging, telephone calls, email, voicemail – can be integrated with smart phones and tablets as well.  As a result, a user can leave the PC off and still leverage Unified Communications.  This is addressed in our training classes.

28) MTG report notes KCIT is understaffed. How understaffed is KCIT?

The project has had staff turnover – the report was specifically addressing the situation where our senior project manager resigned around the time of the report.  Given the operational needs, project budget, and fiscal position of the County, KCIT feels it is adequately staffed to proceed with both the project and the operational support of the Unified Communications system.

29) How is Lync used elsewhere? Has it been deployed in similarly complex government environments with multiple external call centers?

Locally, Lync has been deployed in places like: Nordstrom, Boeing, and Microsoft.  From a government perspective, Lync has been deployed in places like: The U.S. Department of Defense, San Bernadino County, and locally the City of Bellevue.

30) We are doing this project in part because the old phones were at risk of failure. How much of a risk is there that these old phones will fail? Or have we already replaced the oldest phones.

In 2012, our voice-activation deployments were focused on learning the technology, and in 2013 they were focused on voice-enabling the core buildings in downtown Seattle.  In 2014, we are implementing Unified Communications in a way to ensure we achieve savings.  We have, in fact, seen some of these remote locations experience increased occurences of legacy phone failures.

31) How does this line up with the “Super Tap” program. (This was a question from Councilmember Lambert.)

Microsoft has selected six organizations world-wide to participate in the “Lync 2016 SuperTAP” program.  Under this program, Microsoft will provide the senior engineers from the Lync Produc Group to personally assist King County in its future upgrade to Lync 2016.  Work related to this program will begin later in 2014.

32) Are we on track to achieve the predicted savings? 

Based on our old telecommunications service costs, and our future Unified Communications service costs, we are on track to reduce the overall cost of services.  Currently, it is still projected that we will be able to payback the investment (annual bond payments of about $3 million) with the savings.




