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SUBJECT:  A review of the King County security Needs assessment and Recommendations of the King county Security Oversight Committee.
SUMMARY:  In late 2007, the council adopted Ordinance 16003.  This Ordinance created a security oversight panel for the county’s various facilities.  In addition, the ordinance established an oversight group to develop security policies for county-owned buildings and/or agencies and establish security protocols.  The council also added resources to the 2007 CIP Budget for the improvement of security and for an evaluation of countywide security needs.  
Since then, the county has procured the services of a security consulting firm for the completion of a two-phase review effort.  The county’s consultant will brief the committee today on the first phase.  This report describes the status of current security at county facilities and makes a series recommendations for improvement.  In the second phase, the consultant will develop “security templates” to be used in county buildings and for the planning of new facilities. 

The committee will be briefed on the findings and recommendations of the assessment study and will have the opportunity to begin addressing policy questions that the study raises. 
BACKGROUND:  A variety of agencies are responsible for providing security for county buildings.  Security for the county’s court facilities is provided by the Sheriff’s Office, the Facilities Management Division, the Seattle Police Department, Harborview Public Safety, and the Kent Police Department.  The sheriff’s office, under a Memorandum of Understanding with the Superior Court, is responsible for ensuring that no weapons enter the courthouse public entrances from 6:00 am to 6:00 pm (all other responses in the building are beyond the original agreement’s scope).  The court requires sheriff staff for the Seattle County Courthouse, Youth Services Center, and Harborview Involuntary Treatment Court, the Maleng Regional Justice, and all of the District Court’s locations throughout the county. The sheriff uses “limited commission” staff for this function.  While these staff are armed, they do not have arrest powers outside of the confines of the building (security at District Court facilities in Bellevue, Burien, Issaquah, Kent, Redmond, and Shoreline are provided by commissioned deputies).  At the Seattle Courthouse and Youth Services Center, Seattle Police respond to calls for assistance, to take reports of crime, and apprehend perpetrators.  The Kent Police Department provides the same services at the Maleng Regional Justice Center.  The Facilities Management Division provides staff that act as weapons screeners under the supervision of sheriff’s staff.  In addition, the division provides security assistants to monitor the building security at all times (including monitoring security cameras and supporting the 6-500 emergency line).  Finally, armed correctional officers are responsible for inmates throughout the county’s court
buildings.  The use of FMD security staff is the extent of security in all other county-owned office buildings in the downtown Seattle campus and throughout the county.  Leased county space often has a landlord provided private security staff.
In 2006, and 2007, representatives of the Superior Court, prosecutor, and the Office of the Public Defender reported serious security related incidents.  In testimony before the Law, Justice and Human Services Committee, members heard that there are significant strains on the sheriff’s court security detail to address calls for security, that judges and prosecutors have been subject to serious threats, and that there are significant drawbacks to county’s current system for providing security.  In 2007, the US Marshals Service’s review the security of the downtown courthouse and noted several areas for improvement. 
The Executive’s 2008 Proposed CIP Budget (under General Government CIP Project 359828) had a proposal for a Security Master Plan and allocates $507,381 to the project to establish security requirements for all county facilities.  However, Ordinance 15964, adopted November 13, 2007, added these resources to the 2007 Third Quarter Supplemental request for the 2007 Budget.  The change allowed for “Courthouse Security Upgrades” up to $200,000 for the purpose of implementing security upgrades to the King County Courthouse.  In addition, the remaining funds were allocated for a security study of all of the other county facilities.  The completion of the Security Master Plan is the responsibility of the Facilities Management Division.
Ordinance 16007.  In December 2007, the council adopted Ordinance 16007, which created a security oversight panel consisting of the following members:

1. The Executive 

2. The director of the Facilities Management Division

3. The director of the Office of Management and Budget

4. The director of the Seattle-King County Department of Public Health
5. The county’s risk manager

6. The chair of the County Council and the chair of the Law, Justice and Human Services Committee

7. The Sheriff

8. The Prosecuting Attorney

9. The Presiding Judge of the Superior Court

10. The Presiding Judge of the District Court 

11. The Assessor
12. The director of the Department of Adult and Juvenile Detention


This panel has been setting security policies for county-owned facilities and reviewing the allocation of CIP Program resources for the improvement of courthouse security.  The panel has also been working on defining protocols for the sharing of security information, such as incidents, threats and similar occurrences and establishing protocols for reporting and dealing with threats against employees.  The panel will also be reviewing how best to measure security performance.  Finally, the panel is reviewing options for establishing the appropriate agency to be responsible for all county facility security.  This agency would be responsible for security coordination and information sharing.  

The panel meets monthly and will continue throughout the completion of the countywide security master plan review.

Security Needs Assessment.  The county selected the national consultant firm of TRC Solutions to conduct this comprehensive security needs assessment as the initial step in a two phase project.  This
phase will advise the county on how to improve operational, physical and technology security at major King County government worksites and facilities.  The assessment team utilized its experience working with other large municipalities in recent years to meet similar challenges and have applied lessons learned during these previous processes during this assessment and in the the prioritizing of recommendations.
King County operates roughly 200 facilities ranging from major work sites with hundreds of employees to remote sites with no regular employee presence.  King County facilities include courts, office buildings, health clinics, permit centers, an emergency dispatch center, data centers, law enforcement precincts, public works, and transportation facilities. Many King County facilities house multiple departments, entities and/or user groups, which serve to amplify the challenge of protecting not only the facility but also the employees, public using the facility and the county assets associated with the facility.  According to the consultants, security issues at county facilities vary significantly. Some facilities have had few security concerns historically and few, if any incidents of note, while others have been exposed to numerous, sometimes well-publicized serious incidents and continue to face ongoing credible security threats.  In addition, citizens and employees have expressed concerns regarding security at King County offices.  Various security studies have also been performed including a report in 2007 produced by the United States Marshals Service.

The security oversight committee agreed to a two-phase security review.  Phase one of this project involves an analysis of security at King County sites to determine security needs and priorities sufficient to guide development of the second phase scope of work.  Areas to be emphasized in this assessment include threats of crimes to persons, places where there are larger groups of employees, areas having significant public interaction, downtown buildings, the courts, and areas where functions of the facilities provide risk of criminal activity. These areas of emphasis apply both to King County owned facilities and leased spaces.  One of the primary goals of this phase is to allow for the development of a plan that properly utilizes limited resources for those facilities and areas with greatest security needs.  The final Implementation Plan, to be developed in the second phase of work, will provide a clear blueprint for security improvements countywide.

For the first phase, the consultants created a security assessment survey that they used to assess the operational, physical, and technological/electronic security of county facilities.  The consultants surveyed 35 county facilities and also conducted extensive interviews with county-identified stakeholders.  The consultants also reviewed security policies and procedures, prior security studies, and other data.  The results of the consultant’s reviews were compared to best practices.  Using the compiled data, the consultants prepared a list of recommendations for county consideration.  The recommendations included in the report conform to generally accepted security “Due Care” principals and standards for municipalities and public spaces. 

