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Business Continuity Program
Technology Governance


Objectives

The purpose of the Business Continuity Program is to identify and implement technology requirements and technical solutions for essential county business services to accomplish the following objectives: 

1. provide business continuity solutions for technology required to support county essential business services as it pertains to the Emergency Management Plan (EMP) for disaster and emergency situations.   
2. provide business continuity solutions for maintaining county essential business services for non-emergency/disaster related business interruptions  

Description

Approach:  The Business Continuity Program will use a mix of business continuity consultants and county staff in its work program.  The Business Continuity Program will work with other inter-dependent projects, including, but not limited to, Network Infrastructure Optimization, ITS Equipment Replacement, and Information Security and Privacy, and other programs or projects, as applicable.
Scope: 

· Perform a technical analysis and evaluation on current information technology critical elements to support essential business services for the Emergency Management Plan (EMP). 

· Perform a technical operations assessment and evaluation on current information technology critical elements to support essential business services for business interruption by Agencies. 

· Develop policies, directives and guidelines to support continuity of operations for information technology business essential services and processes. 

Deliverables
After reviewing the consultant’s Risk Assessment report, the CIO has concluded several critical deficiencies could be remedied by the end of the year.  These deficiencies are in the following areas:

· telecommunications (with our provider Qwest)
· internet (backup for public information access including the Emergency Coordination Center web site)

· payroll checks (alternate processing)

· a warm site for supporting essential business systems
· Business Continuity Policies implemented (the policies are drafted and in review at this time).  
These solutions are do-able in 2004.  Technology governance will continue to process the consultant’s recommendations and prioritize the recommended solutions as deemed appropriate and do-able in 2005. The program will ensure that these solutions will dovetail with the Homeland Security [UASI] grant requests and individual agency Business Continuity budget requests for 2005.
Budget by area
Note:  The Business Continuity Program has been moving forward using the $700,000 in appropriations from 2003 and 2004.  The amounts tabled below relate to the spending plan for the $1,085,000 held in reserve in the 2004 budget.
	 
	Project Cost Estimates

	Telecommunications
	$500,000

	Internet and Payroll continuity
	$320,000

	Business Continuity Policy development
	$2,000

	Implementation of other recommendations
	$263,000

	Total
	$1,085,000


Urgency

It is imperative for the county to act on the critical high-level risk assessment information provided to provide for the continuity of government operations.  Prioritization of the consultant recommendations targeted at the agency level is important work that can continue, but the work on the countywide solutions recommended by the CIO should not be delayed pending that prioritization.
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