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SUBJECT

Proposed Motion 2017-0295 would adopt the Executive’s plan for addressing major technology emergencies as requested by Motion 14750.

SUMMARY

Motion 14750 requested the Executive to develop and transmit a plan by April 3, 2017 that would address major technology emergencies that might occur in the Office of Emergency Management, the Department of Natural Resources and Parks, and the Department of Elections and other departments as requested by department directors.
 
Motion 14750 required that the plan address at least the following four areas:

1) Method for alerting KCIT on upcoming operational events; 
2) List of events in 2017 and 2018;
3) Method for alerting KCIT to technology emergencies in specific departments;
4) Resource on-call plan for technology emergencies for specific departments.

Proposed Motion 2017-0295 would adopt the Plan to Address Major Technology Emergencies, which meets the content requirements outlined in Motion 14750 and listed above.

BACKGROUND 

King County Information Technology (KCIT) supports technology functions across the county, but at varying degrees depending on whether an agency is an Executive agency or a Separately Elected agency. Table 1 provides a breakdown of some major types of technology support and who fulfills the role in Executive branch and Separately Elected agencies.





Table 1. Technology Support by Type of Agency

	Technology Support
	Executive Branch Agencies
	Separately Elected Agencies

	Daily operational support for base infrastructure (e.g., network, email and phone service, etc.)
	Provided by KCIT
	Provided by KCIT

	PC, server, and application support
	Provided by KCIT
	Provided by agency IT staff

	Building and documenting Service Continuity and Disaster Recovery Plans
	Provided by KCIT
	Provided by KCIT



When technology problems occur in a department that exceed the capacities of the IT resources assigned to the department, KCIT can assign additional resources to address the problem and resolve the problem more quickly. 

Motion 14750 requested the Executive to develop and transmit a plan by April 3, 2017 that would address major technology emergencies that might occur in the Office of Emergency Management (OEM), the Department of Natural Resources and Parks (DNRP), and the Department of Elections and other departments as requested by department directors.
 
Motion 14750 requires the plan to address at least the following four areas:

1) Method for alerting KCIT on upcoming operational events; 
2) List of events in 2017 and 2018;
3) Method for alerting KCIT to technology emergencies in specific departments;
4) Resource on-call plan for technology emergencies for specific departments.

In March 2017, the Executive filed a letter with the Clerk requesting a three month extension that would change the transmission date to June 30, 2017 in order for KCIT to continue their effort to refine their change management process. The plan was transmitted to the Council on July 5, 2017. Motion 14750 requires the plan to be adopted by motion. 

ANALYSIS

Proposed Motion 2017-0295 would adopt the Plan to Address Major Technology Emergencies (plan). The plan transmitted to the Council meets the content requirements outlined in Motion 14750. A more detailed discussion about how the plan meets each of the requirements is provided below. 



1) Method for alerting KCIT on upcoming operational events 
Motion 14750 requires the plan to describe the method by which departments will alert KCIT of key operational events so that KCIT may identify resources that may be needed and ensure that no changes to key technology infrastructure are made during those times. 

The plan indicates that both Executive branch and Separately Elected agencies use KCIT’s Change Management process to alert KCIT about upcoming operational events where a temporary moratorium on IT changes is needed.[footnoteRef:1] Agency staff request a change moratorium at least two weeks in advance, if possible, for known events and identify the critical business processes, websites, systems, locations, and any other technology that must remain up and supported. According to the plan, agencies can alert KCIT of any operational events – planned or emergent – by contacting the KCIT Customer Support Services team via one of the methods below: [1:  The plan suggests that other technology changes may still be processed during a moratorium as long as they don’t impact any of the stated business processes and systems identified in the change request. For example, for an Elections moratorium, the Department of Public Health may implement a change to one of their systems if there are no impacts to the Elections system. ] 


1. Call 206-263-4357 (206-263-HELP)
2. Email helpticket@kingcounty.gov
3. If within the King County network, log a ticket at http://helpdesk

When a change request is received by KCIT, it is processed by the KCIT Change Advisory Board, which conducts weekly meetings and is comprised of the KCIT Business Continuity Program Manager and IT staff in both the Executive branch and Separately Elected agencies. All requests are consolidated on one calendar 

KCIT’s Change Management process is also used in emergencies and for unplanned events. While a two week notice is preferred when events are known, an emergency change process and/or moratorium may be submitted and implemented immediately as needed. For example, DNRP uses KCIT’s Change Management process for flood warnings or whenever the Flood Center is activated. 

2) List of events in 2017 and 2018
Motion 14750 requires the plan to include a list of events in 2017 and 2018 where there may be increased technical capacity required due to higher than normal needs or concerns about the technology functioning properly (e.g., election dates).

The planned, repeatable events identified in the plan are listed in Table 2.








Table 2. Known, Repeating County Events Where Change Moratoria May be Needed

	Department
	Event and Date
	Typical Duration of Moratoria

	Elections
	· Election Dates: 
· Second Tuesday in February
· Fourth Tuesday in April
· First Tuesday in August
· First Tuesday after the first Monday
· Candidate Filing Date: second Monday before Memorial Day
	Starts about a week or two prior to the event and run a few days past the event

	Finance and Business Operations Division - Treasury
	· Property taxes due dates:
· April 30th (or first business day in May if April 30th falls on a weekend); 
· October 31st (or first business  day in November if October 31st falls on a weekend)
	Starts about 2.5 weeks prior to the event and ends approximately 1.5 weeks after the event



Executive staff indicate that events needing moratoria are harder to predict in advance for both DNRP and OEM, though both agencies use KCIT’s Change Management process for emergent situations as needed.

3) Method for alerting KCIT to technology emergencies in specific departments
Motion 14750 requires the plan to include a description of the method by which the Office of Emergency Management, the Department of Natural Resources and Parks, the Department of Elections, and other relevant departments will alert KCIT to emergency technology issues.

As noted previously, the plan indicates that agencies can alert KCIT of any operational events – planned or emergent – by contacting the KCIT Customer Support Services (CSS) team via phone, email, or logging a ticket online within the King County network. The CSS phone number is answered 24 hours a day, 7 days a week. Alerting the CSS team begins the Change Management process described above.

4) Resource on-call plan for technology emergencies for specific departments
Motion 14750 requires the plan to include a resource on-call plan to ensure that the departments named in the motion will have access to the KCIT technology expertise necessary to address technology emergencies.

The KCIT CSS team is the central contact number for all planned or emergent events. The plan indicates that KCIT has identified on-call staff for the various systems and components of the County’s technology infrastructure (e.g., phones, network, servers, applications, etc.). If necessary, KCIT may declare a major incident depending on the type of emergency, which generates a Skype call and a request for all on-call staff to engage in the call within ten minutes. 
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1. Tanya Hannah, Interim Chief Information Officer, KCIT
2. Aaron Barak, Chief Technology Officer, KCIT
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