E-Commerce Requirements

and Recommendations Checklist
The following list of e-commerce requirements and recommendations, last updated Feb. 14, 2001, reflects common concerns of agencies that will be represented in the E-Commerce Steering Committee.

The goal of the list is to ensure E-Commerce Projects mitigate risks and costs while meeting business, regulatory, and constituent needs. Implementing Agencies must complete, update if necessary, and submit the list to the E-Commerce Steering Committee for all reviews.

The list draws from King County experiences in accepting payments for services and goods, as well as from current industry standards and practices. Readers may find it strays too much into the retail

realm (with recommendations about warranties and returns, for example). But because they could prove valuable, the Steering Committee preferred to keep such elements in the list to determine their utility over time. If they don’t apply, they won’t be used and will be removed.

We’re confident that most of the enclosed requirements and recommendations will remain in place. However, once they’ve been vetted against real-world situations, we’re equally certain that many will prove too stringent or lenient, assuring that the list will undergo frequent updates in upcoming months and years. 

Please send feedback on the document to webteam@metrokc.gov.

E-Commerce Requirements and Recommendations Checklist:

Notes:

· “Req” stands for a requirement. “Y” indicates a requirement, while “N” indicates a recommendation only.

· “Except” stands for exceptions to requirements; “N” indicates no exceptions are allowed, while “Y” indicates that exceptions are allowed if justified in documentation.

· “Action” is a field for agencies to fill out; by using “Y,” agencies indicate they’ve met the requirement or recommendation; by using “N,” agencies indicate that they haven’t met the requirement or recommendation.

· “Stakehlders” stands for “stakeholders,” and indicates the E-Commerce Steering Committee representatives interested in making sure a requirement is met.

· “Agency notes” is an explanatory field for agencies to fill out. Agencies should use such fields to explain why requirements were not met and point to documentation requesting and providing justification for exceptions. Also, additional notes to the E-Commerce Steering Committee and others are permitted here.

Planning and documentation for review by E-Commerce Steering Committee and others

Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Manager identified: Implementing Agency shall identify a Project Manager who is responsible for meeting the requirements and other commitments below.
Y
N

All


Business plan: Implementing Agency shall complete a business plan, as per the E-Commerce Policy and Guidelines for Incoming Payments.
Y
N

Budget, ITS, FINANCE


Fiscal-impact statement: Implementing Agencies shall complete a business plan, as per the E-Commerce Policy and Guidelines for Incoming Payments.
Y
N

Budget, ITS, FINANCE


Alternatives analysis: Implementing Agency shall identify and analyze alternatives to the E-Commerce Project that could achieve the same goals. The analysis should include the status quo, the proposed E-Commerce Project, and at least two other (and not necessarily electronic) compelling alternatives. The document, which may be included in the business plan above, must list pros, cons, costs, and a recommendation.
Y
N

Budget, ITS


E-Commerce Requirements and Recommendations Checklist: Implementing Agencies shall complete the “Action” and, if appropriate, “Comments” section of this document and submit it for E-Commerce Steering Committee review at initial, pre-development, and pre-launch review stages.
Y
N

Budget, Finance, ITS, OCRE, Risk


Software-development project management: Working with ITS or an approved vendor, Implementing Agencies shall follow basic project-management steps in the development, deployment, and maintenance of their E-Commerce Projects. This shall include:

· Requirements gathering

· Vision/goals

· Alternatives analysis

· Development, maintenance budget

· Scope

· Prototyping/User testing

· Design

· Development

· Unit, Integration, and Usability testing

· Bug/feature list; bug-fixing

· Deployment logistics

· Launch

· Marketing

· Maintenance
Y
N

ITS


Payment methods: Implementing agencies shall document payment methods to be accepted :

· Credit card

· Debit card

· Electronic Check

· Other
Y
N

Finance


Payment-method compliance: Implementing agencies shall document how Transaction Fee payments will be made in compliance with K.C.C. 4.100, and reported and processed as agency expense transactions. Documentation will identify:

· Fees associated with each payment type identified; and

· How fees are captured, tracked, reported and distributed.
Y
Y

Budget, Finance, ITS, OCRE, Risk


Regulatory compliance: Implementing agencies shall document their accountability and compliance with relevant regulatory requirements, including: 

· K.C.C. 4. 100 (E-payments)

· WAC 458-20-189 (Sales to and by state, counties, cities, towns, school districts and fire districts)
· RCW 36.29.190 (Acceptance of e-payments)
· Service-specific regulations (For example, property tax payments must be posted on same date as paid, due to date based tax amount calculations)
Y
N

All


Extensibility to new financial systems: Implementing agencies shall document how solution is scalable and extensible to any new financial or subsidiary systems in planning or implementation phase.
y
Y

Finance


Transaction validation with invoices: When deploying E-Commerce Projects with invoice/billing documentation, Implementing agencies shall document how their applications will provide transaction validation. Customer entry must include invoice/billing document number and validation must be conducted and confirmed before payment is processed.
Y
N

Finance


Multiple payments: Where multiple payments are made, Implementing Agencies shall document how account allocations are determined and validated before data passed to Accounts Receivable or General Ledger systems.  (Assume citizens use the Web site to pay for a pet license, a capacity charge bill, and their taxes in one lump sum.  How would the payments be split to automatically apply the cash to the appropriate funds and maintain a good audit trail of the payment?)
Y
N

Finance, Budget


Reconciliation: In documentation, Implementing Agencies shall ensure that reconciliation between agency subsidiary and central financial systems is fully supported through reporting.
Y
N

FINANCE









General web interface


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

ADA compliance: Implementing Agencies shall insure their E-Commerce Projects offer equal access all users, with or without disabilities, according to spirit of the Americans with Disabilities Act (web.metrokc.gov/ada.htm).
Y
N

OCRE, ITS, Risk


Branding/marketing, usability, and technical requirements: Implementing Agencies shall insure all web pages use the King County template and follow County web standards. This shall include:

· Use of template (web.metrokc.gov/template.htm)
· Testing against the web-page checklist (web.metrokc.gov/webtest.doc).
Y
Y

ITS


Accuracy, freshness: Implementing Agency shall maintain its website to insure accuracy of information and links.
Y
N

ITS, Finance


External links: Implementing Agency shall ensure that its website adheres to King County external link policy (web.metrokc.gov/links.htm)
Y
N

ITS


Terms of use: Implementing Agency shall ensure that its website pages all link to terms of use (www.metrokc.gov/terms.htm), as per the King County template.
Y
N

ITS


Link to customer support Implementing Agency shall ensure that its website pages all link to the E-Commerce Project’s customer-information center web pages or site.
Y
N

ITS


Customer information center


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Customer support: Implementing Agencies shall have a customer information center and provide links to it from every page of its site. This can range from a simple set of HTML pages to a 24x7-staffed, toll-free telephone/web call center. 
Y
N

FINANCE, ITS


Disclosure of customer service policy: Implementing Agencies should provide access to its customer service policy in its customer-information center.
Y
Y

All


Customer response: Implementing agencies shall have adequate resources to reply to customer web and phone inquiries within one business day of receiving the inquiry. Immediate auto-responder programs are OK, as long as they set expectations regarding the timing of complete responses.
Y
N

All


Customer satisfaction measures: Implementing agencies should monitor compliance with and measure their ability to meet and beat response-time standards regarding e-mail and phone inquiries.
N


All


Name of the pages/site: Implementing Agency should use the word “information” in naming its customer information center pages or website (i.e., the link included on every page of the Implementing Agency’s site will include the word “information”, and the site name will include “information”).
N


ITS


Information about Implementing Agency: Implementing Agency shall ensure that it provides customers with the following information about itself in the customer-information center pages or website: 

· Legal name

· Physical address of a primary office

· Contact e-mail address and phone number 
Y
N

FINANCE,

RISK,

ITS,

OCRE


Warranty information: As applicable for each item offered for sale, the Implementing Agency shall in its customer-information center provide the customer with complete warranty information. This shall include: the length of the warranty, what aspects of the item's construction or performance are covered, what aspects of the item's construction or performance are not covered, who will honor and administer the warranty, and how warranty remedies are activated.
Y
Y

RISK


Product and service support information: For each product/service offered for sale, the Implementing Agency shall provide in its customer information center information about what, if any, post-sale support or service is available. This shall include: a description of the support or categories of support that is provided or offered, including how the customer can get support, the length of the product support period, who provides the support, and the cost of the product support.
Y
Y

ITS


Applicable law and jurisdiction: In the Implementing Agency’s customer information center, the E-Commerce application shall notify the customer which national and local laws that the Implementing Agency believes apply to the customer’s transaction.
Y
Y

RISK, FINANCE


Information about security practices: In the Implementing Agency’s customer information center, the E-Commerce application shall provide customers with information regarding its security practices including what interactions and data the Implementing Agency secures.
Y
N

RISK, FINANCE,

ITS


Register with a privacy organization: Implementing agencies should consider registering with a privacy organization such as TRUSTe or the Better Business Bureau’s BBBOnLine Privacy, and displaying a seal of approval on the Web site homepage.
N


Risk


Disclosure of payment options: In the Implementing Agency’s customer information center, the E-Commerce application shall describe the customer’s payment alternatives.
Y
N

ITS, FINANCE


Cancellation/return, refund, and credit policy: An Implementing Agency shall provide customers with access to its cancellation/return,  refund, and credit policy in its customer information center. This policy shall include:

· The period in which the order can be cancelled and/or product can be returned;

· Any conditions associated with the Implementing Agency's acceptance of a return;

· Order cancellation and/or restocking fees;

· Who pays for return shipping;
· When the Implementing Agency will refund the customer’s money or credit his/her credit-card account.
Y
N

ITS, FINANCE


Credit-card charging policy: In the Implementing Agency’s customer information center, the E-Commerce application should notify customers of its credit-card charging policy. Policy review by the E Commerce Steering Committee will be part of the pre-launch review process.
N


ITS, FINANCE


Notification of restrictions: Implementing Agencies shall notify customers of any restrictions (for example, restrictions based on location or age) regarding who or where the Implementing Agency will sell or ship to in the Implementing Agency's customer-information center.
Y
N

ITS


Customer feedback and complaints: Implementing Agencies shall provide a means for customers to submit questions, provide feedback and file complaints in their customer-information centers.
Y
N

Risk


Notification of receipt of question or complaint: The Implementing Agency shall acknowledge receipt of a question or complaint within one business day of receiving it.
Y
Y

Risk









Customer registration


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Customer registration: Implementing Agencies should encourage (but not require) customer registration, enabling customers to return to the site and make additional purchases without having to re-enter payment information. This should include:

· Allowing them to select usernames and passwords;

· Advising them to secure their usernames and passwords;

· Ensuring adequate automated and manual support for customers who lose/forget their usernames or passwords

· Suspending username accounts after a given number of failed sign-in attempts.

· Display only last 4 digits of credit card number to repeat customers.

· Require the repeat customer to enter in the card expiration date.
N


Risk


Repeat-customer identification: Implementing Agencies should enable repeat-customer identification so they do not have to re-enter payment information upon repeat visits. This should include:

· Acknowledging and welcoming repeat customers;

· Using existing customer profiles to pre-populate sales-order screens (except all but last four digits of account numbers);

· Updating customer profiles whenever customers provide new information.
N


ITS


Forgotten passwords: Implementing Agencies who implement username/password registration shall establish ways to assist customers who forget or lose their usernames or passwords. This should include:

· Using customer-provided security data instead of password to verify registered customer’s identity (asking customers at registration to select a data category, such as birthplace or mother’s maiden name, and provide the correct response; if a returning customer forgets his/her password, prompt him/her to provide the correct response to the data category selected during registration; verify response and, if correct, send customer an e-mail containing a new, working password replacing the old one; reminding customer to change the new password immediately if it was sent via insecure e-mail.)

· Allowing customers who have signed in to update their passwords and usernames.
Y
N

All


Cookies: Implementing Agencies should use cookies or similar technologies to increase sales and reduce risk. However, Implementing Agencies’ E-Commerce applications shall not require placement of cookies on customer computers. Cookie and related technologies should include:

· Using permanent cookies to retain customer information and enable repeat customers to make purchases without having to re-enter payment information;

· Using session cookies to let customers retain merchandise in shopping carts while linking to other areas of the website.

· Require customers to enter their usernames and passwords if they visit from a different computer.
N


ITS, Risk









Customer shopping


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Product descriptions: Implementing Agencies shall accurately describe all products, services, or other offerings available for payment on the website. This should include:

· Price;

· Availability (see below);

· Text description and, when appropriate, a link to further detailed information, especially when an item could be confused with another.
Y
N

All


Product description details: Implementing Agencies may include additional information about products, services, or other offerings available for payment on the website. This could include:

· Photographs or other multimedia description (not required), or links to same;

· Links to reviews and/or customer comments (not required);
N


ITS


Estimated product availability: Before the customer is required to submit a binding order, the E-Commerce application shall provide estimated availability from inventory of each item offered for sale (defined as estimated time to product shipment or order execution). Ideally, this will appear at the initial shopping interface, rather than at binding order submission.
Y
Y

All









Customer purchase: Transaction data fields


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

ECML: Implementing Agencies should employ ECML (Electronic Commerce Modeling Language, www.ecml.org) to allow consumers to fill out similar forms on multiple sites without typing in repetitive information such as shipping and billing information. 
N


ITS


Risky transaction data fields: Implementing Agencies shall establish data fields that help identify risk, and require customers to complete them. Key risk data fields include:

· Demographic information, such as telephone numbers that can be validated using reverse lookups or cross-reference tables to addresses;

· E-mail address, particularly when it involves an “anonymous” e-mail service such as hotmail.com;

· Customer name and billing address, which can be validated using directory lookup services;

· Shipping name and address, particularly if this is different from customer’s billing information.
Y
N

Risk


Required transaction data fields: Implementing Agencies shall highlight data fields the customer must complete. For best results, use color, shading, and/or bold fonts to highlight the required data fields and accompany this highlighting with explanatory notes to the customer. Minimum required fields should include:

· User name

· Card or account holder’s name

· Card or account holder’s billing address

· Card or account holder’s phone number

· Shipping address (if shipping’s involved)

· Card or account holder’s credit/debit-card number and/or e-check account, route, and check number

· Card expiration date
Y
N

All


Validate, allow corrections to data fields in real-time: Implementing agencies shall provide instant feedback to customers when their required data fields are incorrect or incomplete, and allow them immediate opportunity to edit and fix such fields. This shall include:

· Sending a “correction required” message to customer if the data in any field was not complete or not submitted in the proper format;

· Identifying the field that requires completion in the return message if a customer omits a required field;

· Allowing customer to page back, correct personal information, or alter the request while retaining previously entered information.
Y
N

ITS, Risk









Customer purchase: Credit-debit card validation

Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Card type, account number: Implementing Agencies should ask customers for card type and card number and confirm they match. This should include:

· Offering a card-type selection on the sales-order page;

· Comparing card-type to first digit of account number (for example, all Visas begin with 4).

· Invoking error message if card type and first number do not match.

· Enabling cardholders to enter account numbers with or without hyphens, or with spaces in between, or clearly designating the preferred format.
Y
N

Risk, ITS


Mod 10 check: Implementing Agencies should implement a Mod 10 card check before submitting a transaction for authorization. This includes:

· Asking merchant bank for the Mod 10 algorithm to check card validity;

· Using Mod 10 check for all Internet transactions before submitting them for authorization;

· Providing immediate feedback to customer if card number fails to pass Mod 10 check;

· Nor requesting authorization until account passes Mod 10 check.
N


Risk


Card expiration date: Implementing Agencies should not provide a default month and year for card expiration date, which will most likely differ from card’s expiration date:
N


Risk


Display card number: If displaying customer data on a customer’s profile page, Implementing Agencies should display only the last four digits of the customer’s credit-card number.
Y
N

Risk









Customer validation


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Customer validation: Implementing Agencies should validate customer telephone number, physical address, and e-mail address. This should include:

· Validating phone numbers using reverse directory lookups;

· Using a telephone area code and prefix table to ensure that entered area code and telephone prefix are valid for the entered city and state;

· Using a ZIP code table to very that entered ZIP is valid for entered city and state;

· Testing validity of e-mail address by sending an order confirmation message.
N


Risk


Risky international addresses: Implementing Agencies should consider screening for high-risk international addresses. Consult with merchant bank.
N


Risk


Access to Information about Charges: Before the customer is required to confirm a final binding order, the application shall provide the customer with access to a clear statement of ALL charges that will be included in the customer's bill including product/service cost, shipping and handling charges and taxes.
Y
N

All


Sales order processing


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Tax, shipping calculation: Implementing Agencies shall perform an exact calculation of sales tax and/or shipping, if assessed, at the time of the transaction.
Y
N

FINANCE


‘Order in process’ message: Implementing Agencies should display an “Order being processed” message during process/wait time, to limit customer confusion. This should include:

· Sending message immediately after customer requests a purchase;

· Ending the shopping session or requiring re-entry of password before completing a transaction IF customer stops activity on the site for an unusually long time prior to selecting a purchase.
N


ITS


Preventing duplicate orders: Implementing Agencies should establish controls to customers from inadvertently submitting two orders for one purchase. This should include:

· Requiring customers to click on submit-purchase buttons rather than hitting the “Enter” key, if possible;

· Displaying “order being processed” message, as per the above;

· Systematically checking for identical orders within short time frames and out-sorting these orders for review to ensure they’re not duplicates;

· Sending e-mail messages to customers to confirm whether a duplicate was intentional.
N


Risk


Expired-data alert: Implementing Agencies who store account data shall prompt customers with a notice to update their profile whenever stored account data, such as credit-card expiration date, is out of date.
Y
Y

Risk, Finance, ITS


Card acceptance: authorization 


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Cost-effective authorization routing: Implementing Agencies should control authorization expenses by setting up an authorization routing sequence that uses the lowest-cost alternatives first. When a customer requests a purchase, Implementing Agencies should:

· First perform internal screening for fraud, such as velocity, high-risk location, and internal-fraud avoidance files to decline unacceptable transactions;

· Second, obtain an Issuer authorization that includes Address Verification Service and Card Verification Value 2 responses to determine if Issuer or Implementing Agency will decline transaction;

· Third, if a third-party scoring service is used, obtain a fraud score for transactions that have not yet been declined. 
N


Risk


Real-time authorization: Implementing agencies should process orders and authorize the customer's transaction in real-time, rather than process transactions in bulk every 24 ours. 
N


Finance, Risk


Electronic Commerce Indicator (ECI): Implementing Agencies should use an ECI data field to signal an Internet transaction to the Agency and its merchant bank. 
Y
Y

Finance, Risk


Card acceptance: post-authorization


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Order confirmation, web-based: Implementing Agencies shall provide immediate confirmation via the website that the Implementing Agency has received the customer's order. This shall include:

· Total charges;
· Directions on what to do if there are questions or problems.
Y
N

ITS


Order confirmation details, web-based: Implementing Agencies should include this additional information in the online order confirmation:

· Items ordered

· Where the order is being shipped

· How the order is being shipped

· Expected shipping date
N


ITS


Immediate e-mail order confirmation: Implementing Agencies should provide immediate confirmation via e-mail that the Implementing Agency has received the customer's order.
N


All


24-hour e-mail order confirmation: Implementing Agencies shall provide confirmation via e-mail that the Implementing Agency has received the customer's order within one business day of the customer's placement of the order.
Y
N

All


Contact declined customers: Implementing Agencies should query customers for correct information or alternate payment whenever an Issuer declines payment. If credit-card information is corrected, do not proceed with sale until Issuer has authorized transaction.
N


Finance


Track decline rates: Implementing Agencies should monitor decline rates to increase approval rates and sales volume, and to uncover potential problems in authorization process.
N


Finance


Obtain new authorization if original expires: Implementing Agencies shall obtain new authorization is shipping merchandise to a customer seven days after the original authorization.
Y
Y

Finance, Risk









Shipping: customer communications


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Notification of Order Shipment or Execution: Implementing Agencies should notify the customer via e-mail that the customer's order has been shipped or executed within one business day of the shipment or execution.
N


ITS


Information Provided when Notifying Customer of Order Shipment: The Implementing Agency should include the following information in its notification of order shipment or execution or provide clear information on how to get this information (e.g., the Implementing Agency may provide a link to a place where the customer can find it):

· Items ordered

· Total charges

· Where the order is being shipped

· How the order is being shipped

· Expected shipping date

· What to do if there are questions or problems
N


ITS


Customer Ability to Track Shipment: The Implementing Agency should provide tracking information to enable the customer to track the status of the customer's shipment if the customer has chosen a shipper that provides tracking information.
N


ITS


Notification of Receipt of Shipment: The Implementing Agency should notify the purchasing customer that the customer's shipment was received and who received it, if the customer has chosen a shipper that provides such information (this applies to shipments to the customer as well as to a third party).
N


ITS


Notification of Partial Shipments: In cases where the Implementing Agency ships a partial order, it should notify the customer via e- mail that the remainder of the order will be shipped separately at a later date.
N


ITS


Notification of Receipt of Returned Item or Cancellation: If a customer has cancelled an order or returned an item, the Implementing Agency shall notify the customer that it has received the order cancellation or the returned merchandise within three business days.
Y
Y

FINANCE


Notification of Back Order: The Implementing Agency shall notify the customer of back-ordered items within two business days.
Y
Y

FINANCE


Back-in-stock notification: Any customer placing an order for an item that is not in stock at the time of the order should be notified by the Implementing Agency when the item becomes available.
Y
Y

ITS









Website analysis


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Track sources of website visitors: Implementing Agencies shall review website traffic statistics to learn how customers are referred to the site and use that information in making marketing decisions.
Y
Y

ITS


Analyze click-through patterns: Implementing Agencies shall analyze website traffic patterns to determine navigation issues, customer preferences, buying patterns, non-conversion and abandon rates, etc., as appropriate.
Y
Y

ITS


Track registered customer patterns: Implementing Agencies should review registered-customer purchase activity as a means of reducing fraud and improving customer service.
N


ITS









Fraud prevention and detection


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Formal fraud control: If fraud is an ongoing problem, Implementing Agencies shall establish a formal fraud control function or group to monitor, prevent and detect fraud activity to minimize risk exposure. (All internet transactions are subject to card-not-present chargeback rules. An approved authorization means the account is in good standing. It is not proof that the true cardholder is making the purchase.  Therefore, the merchant is liable for fraudulent card-not-present transactions, even if the card issuer has approved them.) This should include:

· Making anti-fraud strategies top priority;

· Establishing day-to-day objectives to reduce fraud as a percentage of sales, and to minimize impact of this effort on legitimate sales;

· Monitoring gross fraud as a percentage of sales, fraud recoveries as a percentage of gross fraud, timeliness in reviewing and dispositioning suspicious transactions, and occurrences of complaints from legitimate customers.
N


FINANCE


Internal fraud avoidance files: If fraud is an ongoing problem, Implementing Agencies shall establish a formal fraud control function or group to prevent and detect fraud activity. This should include:

· Making anti-fraud strategies top priority;

· Establishing day-to-day objectives to reduce fraud as a percentage of sales, and to minimize impact of this effort on legitimate sales;
N


FINANCE


Download limits: Implementing agencies should establish reasonable controls to prevent excessive digital content downloads. This should include:

· Defining a maximum number of downloads;

· Developing communications to assist legitimate customers with technical problems.
N


ITS


Transaction and velocity limits: Implementing agencies should employ basic transaction-screening procedures to flag high-risk transactions for review prior to authorization and approval. This should include:

· Establishing individual customer review limits based on the number and dollar amounts of previously approved transactions, and adjusting these limits as needed;

· Establishing review limits for single transaction amounts;

· Ensuring velocity limits are checked across multiple characteristics, including shipping address, telephone number, and e-mail address;

· Contacting customers who exceed review limits to determine whether transaction activity is legitimate prior to transaction approval.

· Modifying transaction, velocity limits based on transaction risk.


N


ITS









Fraud prevention and detection: Address Verification Service (AVS)

Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Implement AVS: Implementing Agencies, working with their merchant bank, should implement AVS and use it during authorization process to verify cardholder identity. 
N


Risk


Display screen for AVS failures: Implementing Agencies should immediately alert users of an AVS failure. This should include:

· Prompting them with questions such as “Is your billing address correct?” or “Did you move recently?”;

· Enabling customers with AVS failures to re-enter or correct the billing address up to two additional times before locking out the session.
N


ITS


Queue multiple AVS failures for review: Implementing Agencies should review AVS/authorization purchase attempts after two unsuccessful tries and contact customers as needed.
N


Risk


Research AVS partial matches: Implementing Agencies should review all partial matches, which contain either the correct ZIP or correct numeric values in street address, but not both. This should include:

· Understanding AVS result codes;

· Evaluating risk history of AVS partial matches;

· Contacting card issuer for high-risk transactions to verify customer data with that in issuer’s file.
N


Risk


Evaluate AVS non-matches: Implementing Agencies should review all non-matches, a strong indicator of fraud or that a customer has moved and not contacted his/her card issuer. The review should include:

· Calling customer to verify the phone number belongs to the individual who placed the order, the address given is the correct billing address, and whether customer has recently moved;

· Contacting card issuer to verify customer data with that in issuer’s file;

· Using Internet search tools (such as www.anywho.com or www.qwestdex.com) to contact the individual at the billing address and confirm that he or she placed the order.
N


Risk


Third-party fraud screening: Implementing Agencies should consider using a third-party fraud screening service to review ship-to and AVS responses.
N


Risk


Evaluate fraud by AVS and product type: Implementing Agencies should consider evaluating fraud rates by AVS results and product types and following up by tailoring AVS strategies.
N


Risk









Fraud prevention and detection: Transaction screening

Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Fraud-screening tools: Implementing Agencies should implement tools that identify high-risk transactions and suspend processing for those with high-risk attributes (transactions that match data in internal fraud avoidance files, exceed velocity limits, generate and AVS mismatch, or match high-risk profiles).
N


Risk


Anonymous e-mail addresses: Implementing Agencies should consider anonymous e-mail addresses, such as those provided by free Internet services (Hotmail, Yahoo, etc.), as high risk and possible candidates for additional verification requirements.
N


Risk


High-risk shipping addresses: Implementing Agencies should consider comparing shipping address to high-risk addresses available through internal fraud avoidance files and third-party databases. Also, Agencies should consider developing a policy regarding shipments to addresses other than billing addresses.
N


Risk


International e-mail addresses: Implementing Agencies should consider international e-mail addresses as high risk and possible candidates for additional verification requirements.
N


Risk


Manual fraud screening: Implementing Agencies should consider costly manual fraud screening only in high-risk transactions, and avoid manual screening for low-purchase amounts, repeat customers who have good records, and transactions with: AVS matches, shipping addresses that are the same as billing addresses, and purchase amounts below a specific threshold.
N


Risk


Customer verification calls: Implementing Agencies should establish and implement procedures for calling customers to investigate suspicious activity. This should include:

· Using Internet search tools as per above;

· Confirming order, resolving discrepancies, and letting customer know that the investigation is to protect him/her from fraud.
N


Risk


CVV2: Implementing Agencies should work with their merchant bank to use CVV2 (the three-digit number following the credit-card number that appears in the signature area on the back of most credit cards) as part of the credit-card authorization process. Also, they should develop procedures for handling customers who don’t have or can’t locate their CVV2.
N


Risk









Data security in transmission


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Data encryption in transmission: Implementing Agencies shall provide encryption of the transmission of the entire purchasing session and all sensitive personal data provided by the customer.
Y
N

Finance, ITS, RISK


Data transmission when encryption isn’t possible: Implementing agencies shall provide alternate means of making payments when an Internet browser does not support encryption technologies such as SSL. This can be accomplished by:

· Allowing non-secure online processing as long as the customer is aware of and accepts the risks; 

· Referring customer to easily accessed offline payment options.
Y
N

OCRE


Insecure e-mail transmission: Implementing agencies shall discourage the use of insecure e-mail to transmit sensitive customer data, especially credit card and other account numbers.
Y
N

All









Data security in storage and access


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Data security/encryption in storage: The Implementing Agency shall provide reasonable, industry-standard measures of security of personal information about the customer that the Agency has stored, including limited, password-protected access to and encryption of sensitive banking data (i.e., credit-card numbers).
Y
N

Finance, ITS, RISK


Data encryption in storage: The Implementing Agency should provide encryption of all personal information about the customer that the Implementing Agency has stored.
N


Finance, ITS, RISK


Server security: Implementing Agencies shall ensure that their e-commerce applications are hosted on secure servers and in restricted-access environments.
Y
N

Finance, ITS, RISK









Security review and testing


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Pre-launch testing: Prior to launch or any upgrade, or when warranted by news of vulnerabilities, Implementing Agencies shall test website security on a test site, or employ a third party to do so, and address vulnerabilities to the satisfaction of ITS.
Y
N

ITS


Ongoing testing: On an ongoing basis, Implementing Agencies should test website security on a test site, or employ a third party to do so, and address vulnerabilities depending on risk severity.
N


ITS


Annual reviews: On an ongoing basis, Implementing Agencies should conduct annual reviews of system controls to determine that changes in website operations, business procedures, the marketplace, or the Internet haven’t weakened data security.
N


ITS


Hack detection: Implementing Agencies should establish the means to detect and log attempts by hackers to break into their systems. This should include:

· Logging access attempts;

· Analyzing errors from attempts to hack into the system;

· Capturing IP addresses and e-mail addresses;

· Contacting the individual and IP service provider to investigate break-in attempts.
N


ITS


Ethical hackers: Working with ITS, Implementing Agencies should establish an ethical hacker program, working with trusted employees to test data security and website operations.
N












Chargebacks: Tracking, avoiding, and re-presenting chargebacks 

Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Tracking chargebacks: Implementing Agencies whose sales volume comes largely from non-Internet sales should track chargebacks separately from non-Internet chargebacks, to identify the cause of any change in a chargeback rate.
N


Finance, Budget


Resolve disputes quickly: Implementing Agencies shall implement policies to act promptly when customers with valid disputes deserve credits, to make sure the dispute doesn’t turn into a costly chargeback, and should send customers an e-mail to let them know as soon as possible of the impending credit.
Y
Y

FINANCE, Budget


Data for merchant banks: Implementing Agencies should provide merchant banks with data-rich responses to sales-draft request, to swiftly resolve disputes and avoid chargebacks. This should include:

· Account number

· Card expiration date

· Transaction date

· Transaction amount
· Authorization code
· Merchant name
· Merchant online address
· Merchandise or service description
· “Ship-to” address, if applicable
· AVS response code, if used
And may include:

· Transaction time
· Customer e-mail address
· Customer telephone numbers
· Billing address
· Detailed merchandise description
· Whether merchandise receipt signature was obtained upon delivery
· Other information
N


Finance


Swift fulfillment of sales requests: Implementing Agencies shall fulfill sales requests within 30 days to reduce the chances of chargebacks. This shall include working with merchant bank to design/implement a timely, efficient process for fulfilling sales draft requests.
Y
N

All


Re-presenting chargebacks: Implementing Agencies shall work with their merchant bank to know their re-presentment rights in chargebacks.
Y
N

All


Collections: Implementing Agencies should develop cost-effective collection processes to recover unwarranted chargeback losses, either by contacting customers directly or via a third-party collection agency. This should include:

· Using e-mail collection messages a first step in collecting low dollar amounts;

· Follow-up phone calls to those who do not respond to initial correspondence;

· Outsource remaining customers with unpaid balances to a collection agency.
N


Finance









Systems, platform, and tools


Requirement
Req?
Except.?
Action?
Stakehldrs
Agency notes

Hardware, software standards: Implementing Agencies should follow existing hardware, application, and database standards as outlined by ITS and/or OIRM (or other identified governance body), to insure that E-Commerce Projects can be maintained by and/or migrated to County resources should the need arise.
Y
N

ITS


System backup: Implementing Agencies shall insure that code and database updates are backed up to prevent data loss. This shall include the ability to use backup data for auditing needs.
Y
N

FINANCE, ITS


Systems integration: Implementing Agencies shall use, integrate with, or build upon existing IT systems and resources unless they’ve made a business-case justification for an alternative path. This should include:

· E-Commerce systems

· Subsidiary systems

· Implementing agencies shall ensure that the E Commerce application will support data congruity when interfacing data to multiple subsidiary systems.  Customers may have multiple accounts with King County, and transactions will need to be recorded accurately in each system

· Financial systems: System design will pass transactions to the General Ledger through one of the following:

· Through Accounts Receivable to General Ledger (GL)
· Through agency subsidiary system to Accounts Receivable to GL
· Through agency subsidiary system to GL
(Costs associated with each processing mode should be reflected in Fiscal Impact Statement.)

· Internet systems

· Approved IT vendors

· Approved financial vendors
Y
Y

All
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